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ABSTRACT 

It is impossible to open a newspaper, turn on a television, or visit a news website these days without being barraged 
with cybersecurity related news. Every domain is being attacked, penetrated, and impacted by cyber-crime and the 
range, complexity, and frequency of attacks is expanding daily. Across the board we face a wide range of 
adversaries from disgruntled employees to nation states that are bent on taking our critical systems down 
temporarily or permanently. Avionics systems are not immune from this and over the past several years, 
cybersecurity policies and the Risk Management Framework (DoD 8510.01) approach to securing US cyber 
systems, have been maturing and rapidly growing in adoption. However, many in the avionics community remain 
uninformed regarding the impacts of these new policies and initiatives to their systems nor how best to ensure they 
are taking a practical and efficient approach to implementing them. Gone are the days of a magic box that all of the 
security requirements are allocated to. Modern Cybersecurity is a systems discipline and cuts across the entire 
avionics suite. This paper will introduce the Risk Management Framework (RMF) and Cybersecurity and discuss 
what they are, how we got here, how they are related, and how they are impacting and will impact legacy and future 
avionics systems on tactical military aircraft. The paper will present some observations and best practices associated 
with application of Cybersecurity and RMF to avionics. It will also include some benefits of safety critical designs 
toward cyber-hardening and where safety and security are mutually exclusive. It will touch briefly on some impacts 
to avionics systems related to hot Cybersecurity topics such as HBSS (Host Based Security System), STIGs 
(Security Technical Implementation Guides), Static code analysis, DoD PKI (Department of Defense Public Key 
Infrastructure), electronic delivery, and insider threats. The paper will include a perspective on the development 
environment, the deployed systems, and deployment sites and how RMF and Cybersecurity impact both the 
contractor and the DoD customer related to these perspectives. 
 

INTRODUCTION   

With Cybercrime headlining the news, computing systems 
owners are being required to step up protections. Our US 
Department of Defense (DoD) relies on the confidentiality, 
integrity, and availability for both the data and the systems 
using the data. Modern military platforms are complex 
system of systems implementations with a wide range of 
computing, networking, storage, and display elements 
interconnected and configured to enable our warfighters to 
complete their critical missions. The US Government and 
the DoD have consciously evolved policies for 
implementing cybersecurity to address the evolving threat 
landscape. The most recent of which is the Risk 
Management Framework. The majority of recent activity 
and documentation is around critical infrastructure and 
primarily in the IT Enterprise space. Very little has been 
communicated outside of the DoD branches regarding RMF 
and its impact on legacy platforms as discussed in Ref. [1]. 
This is particularly relevant as it is rare for an entirely new 
platform to ever be instantiated, even the newest platforms 
always integrate legacy subsystems for interoperability and 
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cost effectiveness. Specifically for the real-time embedded 
systems that make up the majority of the infrastructure of an 
avionics application. In the context of this paper, we refer to 
“Avionics” and that is intended to include all electronics 
equipment fitted into an aircraft. Further we are speaking 
relative to US DoD aircraft. 

Avionics generally includes a flight critical portion that is 
required to safely manage aircraft flight. Then there are all 
of the mission centric portions which includes those 
elements intended to enable the missions of the particular 
aircraft (e.g. Search and Rescue Helicopters include a wide 
range of technological elements that enable effective search 
and rescue missions to be conducted). In this paper we will 
discuss the Risk Management Framework process, the 
associated controls (or requirements) utilized in the process 
and relevant topics for contractors and DoD customers to be 
aware of when applying RMF to platform avionics.  

BRIEF HISTORY OF CYBERSECURITY  

Historically Cybersecurity, also known as security and 
information assurance, was mostly focused on 
confidentiality. Encryption of secrets to protect them from 
the enemy was the primary technological approach to 
address security. As systems evolved and transitioned from 
analog to digital, and became increasingly software based, 
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the attack vectors changed from simply stealing secrets to 
distortion, destruction, and denial of service among others. 
All of the various branches of government were 
independently striving to develop processes and policy to 
drive development of more secure systems. This resulted in 
some common concepts, but generally incompatible 
approaches. The result drove not only less 
intercommunication, but also increased costs for systems 
that must satisfy policy and processes for multiple agencies. 
The US DoD instituted multiple policies and processes 
including Director of Central Intelligence Directive (DCID) 
for the intelligence community, Department of Defense 
(DoD) Information Technology Security Certification and 
Accreditation Process (DITSCAP) which later transitioned 
to DoD Information Assurance Certification and 
Accreditation Process (DIACAP) for the DoD, Joint Air 
Force Army Navy (JAFAN) for DoD Special Access 
Required (SAR) applications, National Industrial Security 
Program Operating Manual (NISPOM) for contractor 
classified development environments, and Federal 
Information Processing Standards (FIPS) for many other US 
federal systems.  

The 9/11 attacks were somewhat of a catalyst for a number 
of things. It highlighted the asymmetric aspect of modern 
terrorist-based warfare and the gap in cross agency 
communication and collaboration among the US 
Government. This hastened activities to converge on a 
common security certification and accreditation (C&A) 
approach. The eventual result was the deployment of Risk 
Management Framework as a common security C&A 
approach with reciprocity across a broad section of the US 
Government. Within the DoD specifically, this occurred in 
early 2014 with the release of DoD Instruction (DoDI) 
8510.01 (Ref. [2]) which rescinded DIACAP and replaced it 
with Risk Management Framework (RMF) based on NIST 
Special Publications 800-37 (Ref. [3]) and 800-53 (Ref. [4]). 
Further, DoDI 8500.01 (Ref. [5]) was also released which 
replaced the term “Information Assurance” with the term 
“Cybersecurity” as defined in National Security Presidential 
Directive-54/Homeland Security Presidential Directive-23 
which was intended to be a broader term with respect to 
security associated with a wide range of “cyber” systems.  

The Intelligence community, SAP community, classified and 
unclassified federal systems have all also embraced RMF as 
their respective C&A approach. The vast majority somewhat 
prior to the DoD transition. The root of the transition is 
ultimately codified in the defense acquisition system. Like 
most everything else, acquisition reform is what drives 
changes in delivered systems for the US DoD. This reform is 
captured in the DoD 5000 series. 

Now that we have provided a brief introduction to the 
history leading up to US Gov’t transition to RMF we will 
provide an introduction to RMF and its use within the DoD. 

INTRODUCTION OF RMF 

As presented in the previous section, Risk Management 
Framework is primarily captured in two NIST Special 
Publications 800-37 and 800-53. 800-37, “Guide for 
Applying the Risk Management Framework to Federal 
Information Systems” provides the details of the RMF 
process. 800-53, “Security and Privacy Controls for Federal 
Information Systems and Organizations” provides the list of 
controls (otherwise referred to as requirements). 

Both of these documents in their most recent revisions were 
developed by a Joint Task Force (JTF) that included 
representation from a broad range of federal agencies while 
the effort is managed by the National Institute of Standards 
and Technology (NIST). 

For systems that process or handle classified information 
and data, another document Committee on National Security 
Systems Instruction (CNSSI) 1253 (Ref. [6]) applies. This 
document essentially tailors 800-53 controls for NSS 
applications. However, for the most part it is sufficient to 
focus on the 800-53 controls. A deeper dive into CNSSI 
1253 is left as an exercise for the reader once they are 
familiar with 800-53. 

As with any new process, there are terminology changes 
associated with it. RMF is no different. With the transition to 
RMF, the term Certification and Accreditation (C&A) has 
been changed to Assessment and Authorization (A&A); 
Designated Approving Authority (DAA) has changed to 
Authorizing Official (AO); and a new role has been created, 
the Security Controls Assessor (SCA) which I like to refer to 
as the AOs “right hand”. The SCA is the person that a 
contractor or program manager is most likely to interact 
directly with regarding control application, implementation, 
and compliance for a specific system. The ultimate goal for 
any RMF effort is to achieve the “Authorization To Operate” 
(ATO). This was previously referred to as being 
“accredited” under DIACAP, DCID and JAFAN. 

RMF Process 

As shown in Figure 1 below, the RMF process consists of 6 
steps which are defined as follows: 

Step 1: Categorize the information system and the 
information processed, stored, and transmitted by that 
system based on an impact analysis. 

Step 2: Select an initial set of baseline security controls for 
the information system based on the security categorization; 
tailoring and supplementing the security control baseline as 
needed based on an organizational assessment of risk and 
local conditions. 

Step 3: Implement the security controls and describe how 
the controls are employed within the information system and 
its environment of operation. 
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Step 4: Assess the security controls using appropriate 
assessment procedures to determine the extent to which the 
controls are implemented correctly, operating as intended, 
and producing the desired outcome with respect to meeting 
the security requirements for the system. 

Step 5: Authorize information system operation based on a 
determination of the risk to organizational operations and 
assets, individuals, other organizations, and the Nation 
resulting from the operation of the information system and 
the decision that this risk is acceptable 

Step 6: Monitor the security controls in the information 
system on an ongoing basis including assessing control 
effectiveness, documenting changes to the system or its 
environment of operation, conducting security impact 
analyses of the associated changes, and reporting the 
security state of the system to designated organizational 
officials. 

 

Figure 1: RMF Process Diagram 

As shown in the figure, the process is not intended to be 
treated like “one and done”, it is intended to cover the entire 
lifecycle of a system. Step 6, the continuous monitoring step 
not only covers monitoring of the system to ensure the 
security posture is maintained, but when changes come 
along (adversarial or system) the process steps are revisited 
to ensure that the system security posture and risk profile is 
maintained or enhanced. 

Step 1: Categorize the System 

This step is completely addressed by the DoD customer. The 
system owner performs an assessment of the information 
processed, handled by, or contained within the target system 
to determine its ability to protect the Confidentiality (C), 
Integrity (I), and Availability (A) of the information 
processed. The scale used for each of the C-I-A security 
properties ranges from Low to Moderate to High. Once the 
CIA levels have been determined for each data item, the 
worst case for each is used to categorize the system as a 
whole with a C, I, and A level. FIPS 199 (Ref. [7]) 

documents an approach to performing security 
categorization. 

Step 2: Select the Controls 

With the CIA levels identified for the system, the controls 
can then be selected. In general, one can think of the system 
CIA levels as an index into the set of controls applicable to 
the system. NIST SP 800-53 includes predefined “sets” of 
controls associated with each of the possible values of each 
of the three items. In addition to the CIA levels, the RMF 
process supports tailoring of controls. The RMF process 
does not support adding in new controls to the list contained 
in SP 800-53, but does allow tailoring out of controls on a 
system by system basis. The Authorizing Official or delegate 
is the authority who can approve tailoring in or out of 
controls from the full list captured in 800-53.  

General tailoring is supported via overlays. Overlays provide 
a structured approach to help organizations tailor security 
control baselines and develop specialized security plans that 
can be applied to specific missions/business functions, 
environments of operation, and/or technologies. Examples of 
current relevant overlays are: Classified overlay for NSS, 
CDS overlay for systems with Cross Domain Solutions, and 
Intelligence overlay for certain systems under the authority 
of the Director of National Intelligence (DNI).  

Specific control tailoring, where individual controls are 
tailored into or out of the set of applicable controls is 
performed by the system owner in collaboration with the 
SCA and approval of the AO. This is performed on a control 
by control basis based on specifics of the system that require 
additional controls to address security risks (tailored in) or 
where system functions are not implemented rendering 
certain controls not relevant (tailored out). Sometimes these 
non-relevant controls are tailored out other times they are 
kept tailored in and listed as “not implemented.” The SCA 
and AO can then approve the system with the specific 
control not being implemented. If future functionality is 
implemented, the control is still included and can be applied 
and implemented. 

Once controls from the CIA levels, overlays, and any 
tailoring have been identified, they are captured in a Security 
Controls Traceability Matrix (SCTM) and used as the 
baseline controls.  

It is important to note that controls are generally further 
categorized in a couple ways. One is the controls are 
grouped in 800-53 based on one of the 18 control families. 
Beyond this, each of the controls is generally a 
process/policy or technical control. The next section will 
provide more details on the control families and categories 
of controls. For our purposes in the following steps we will 
assume that some of the controls apply to the system, others 
apply to the deployed site and deployed system users, while 
others apply to the development environment. It should be 
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noted that a single control may apply to all three venues as 
they are not necessarily mutually exclusive. 

Step 3: Implement the Controls 

This step is straight forward; it is the step whereupon the 
contractor or avionics supplier implements the controls 
(security requirements) and documents the implementation 
to support the A&A process and specifically to support steps 
4 and 5. If a standard requirements based development 
model, sometimes referred to as the “V” model, is followed 
for development, then these security controls are treated just 
like any other system level requirement. The security 
specific control implementation is captured in the System 
Security Plan (SSP). This document includes the details on 
“how” each control is implemented within the system. The 
SSP also includes the Security Controls Traceability Matrix 
(SCTM) generally as an appendix. The DoD system owner 
is responsible for entering the relevant information captured 
in the SSP into the official DoD tool called eMASS 
(Enterprise Mission Assurance Support Service). eMASS is 
a web based interface to the database that is the repository 
for all of the relevant security content used in the RMF 
process for the system. All DoD systems using RMF have a 
database in eMASS to electronically capture RMF artifacts 
and related document approvals. Note that the contractor is 
generally responsible for the controls applicable to the 
deployed system as well as the development environment 
which will be discussed in more detail later in the paper. The 
DoD customer is responsible for implementation and 
documentation of the controls applied to the deployed 
environment. Where these overlap, the customer and 
contractor work together to ensure all relevant controls are 
implemented in a synergistic manner. 

Step 4: Assess the Controls 

The SCA is the lead for the DoD customer in performing the 
security controls assessment efforts. This is generally 
performed in line with NIST SP 800-53A (Ref. [8]). The 
security assessment is performed according to the Security 
Assessment Plan (SAP) by the DoD customer with support 
provided as required from the contractor or avionics 
provider. This effort will include review of evidence 
prepared in step 3 (SSP, SCTM) as well as other system 
documentation as needed. This will also include review of 
Verification & Validation (V&V) results used to verify 
compliance against the requirements traced back to the 
relevant controls applied to the system. The results of this 
assessment are captured in the Security Assessment Report 
(SAR) which is a form of risk assessment of the security of 
the system. This assessment may result in requests for re-
work or design changes. Coordination between the 
development team and the SCA during steps 1-3 will greatly 
reduce the risk of re-work or design changes as a result of 
step 4. 

Interim Authorization To Test 

For many systems, an Interim Authorization To Test (IATT) 
approval is granted by the AO to enable the system to 
complete necessary testing prior to completion of step 5. 
This is generally in support of the various V&V related 
activities. 

Step 5: Authorize the System 

The DoD System owner leads this step and with critical 
support from the assigned AO. Developmental contractor 
support is provided as required. The focus of this step is on 
two things. The first is the Plan of Actions and Milestones 
(POA&M). This document lists the residual risks captured 
during step 4 along with proposed mitigation plans and 
timeline. This information is added to the eMASS 
repository. The second is for the SCA to review the entire 
security package in eMASS and make a recommendation to 
the AO for a final determination decision. The decision 
options are Authorization To Operate (ATO) or Denied 
ATO. DATO results in termination of the program or a 
return to previous steps in the RMF process to “redo” things 
to satisfy the AO that the risk is acceptable. 

Step 6: Monitor the System 

This step is primarily performed by the DoD customer/users 
of the system with contractor support as needed. Often 
contractors provide support by updating system software and 
providing periodic security updates or patches to the DoD 
customer over the life of the system. During this step of the 
process, the users of the system perform annual control 
assessments to ensure compliance, and they regularly assess 
impacts of system changes to ensure there is no negative 
security impact that would increase risk beyond an 
acceptable level. Also, this is the step where the POA&M is 
implemented along with any other remediation actions 
necessary to maintain or lower risk. The eMASS repository 
is also updated as circumstances change over the life of the 
system. At some point, the system will either be 
decommissioned or it may transition back through the entire 
process as part of an upgrade or redesign effort. The AO and 
SCA are involved in these continuous monitoring efforts 
along with the system ISSM and ISSO. 

RMF Process Summary 

In summary, RMF doesn’t look at security in the absolute 
sense, but applies security controls to address C-I-A in the 
context of the amount of risk the system owner/user is 
willing to accept. Key attributes include; 

• It is based on NIST Standards 
• Uses a common lexicon of controls but simplified 

from DIACAP 
• Provides for reciprocity among services 

RMF holistically addresses Cybersecurity and is better 
equipped to address the evolving DoD landscape. 
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RMF CONTROLS 

Now that we have provided an overview of the RMF 
process, it is valuable to dive a little deeper into the controls. 
Familiarity with the controls at the high level is valuable for 
system producers, users, and those involved in acquisition. 
As discussed in the previous section, the RMF controls 
captured in 800-53 have various categorization aspects. 
There are the control families as shown in Figure 2 below.  

 

Figure 2: RMF control families 

As shown in Figure 2, there are currently 18 control families 
included in 800-53 which include over 850 individual 
controls. The control families are intended to group sets of 
controls that all pertain to a common aspect of the system 
security. It should be noted that the PM family is the most 
recent addition; this family is strictly targeted at 
process/policy vs technical controls applied to an 
information system. More is provided on this aspect of 
controls later in the paper.  

Within 800-53, control enhancements are intended to add 
functionality, specificity, or increased strength to a base 
control. Control enhancements are used where greater 
protection is required beyond that provided by the base 
control. This can be based on potential adverse impacts or 
risk assessment results.  

Security controls are enumerated using the two letter control 
family identifiers (aka abbreviation) followed by a dash and 
a sequential number starting at 1 and increasing. Control 
enhancements add a parenthetical number also starting at 1. 
For example, AU-3 is a base control while AU-3(1) is a 
control enhancement. Roughly 1/3rd of the controls in 800-
53 are base controls while roughly 2/3rds are control 
enhancements. NIST did not intend for any control 
enhancement to be selected without the associated base 
control also being selected.  

As mentioned previously, controls and control enhancements 
can also be categorized as process/policy or technical. The 
process/policy based controls usually have text in the control 
stating “The organization shall….” while the technical 
controls usually have text in the control stating “The 
information system shall…” Each of these controls is 
essentially a security requirement imposed on the deployed 
system (e.g. Avionics in our context here). 

RMF RELEVANT TOPICS 

The next several sections dive a bit deeper into a few areas 
that are not directly a part of RMF but are highly relevant to 
the DoD contractor implementing RMF and valuable to 
understand for the DoD customer acquiring or using the 
system. 

CCI’s, STIGs, and SRGs 

One cannot realistically execute any RMF A&A activity 
without encountering Security Technical Implementation 
Guide (STIG) terminology. Before discussing the STIGs, it 
is important to discuss Control Correlation Identifiers (CCIs) 
and Security Requirements Guides (SRGs). These are 
related to, and will aid the reader in understanding, the value 
and origin of STIGs.  

With over 850 controls, 800-53 includes low level and 
detailed security requirements. However, with the broad 
families of aspects that are covered, and the desire for a 
common set of controls across very broad set of agencies, 
the controls themselves must have some level of flexibility. 
This means the controls do not have a fine-grained level of 
specificity. However, implementers need a higher level of 
granularity in order to implement and verify controls 
correctly and consistently in real systems. In order to add 
specificity, CCI’s are used. The paragraphs below breakout 
some specifics on CCIs, SRGs, and STIGs and their general 
relationship. 

CCIs 

The Control Correlation Identifier (CCI) provides a standard 
identifier and description for each of the singular, actionable 
statements that comprise an IA control or IA best practice. A 
CCI bridges the gap between high-level policy expressions 
and low-level technical implementations. Each CCI allows a 
security requirement that is expressed in a high-level policy 
framework to be decomposed and explicitly associated with 
the low-level security setting(s) that must be assessed to 
determine compliance with the objectives of that specific 
security control. This ability to trace security requirements 
from their origin (e.g. regulations, IA frameworks, etc.) to 
their low-level implementation allows organizations to 
readily demonstrate compliance to multiple IA compliance 
frameworks. The CCI also provides a means to objectively 
summarize and compare related compliance assessment 
results across disparate technologies.  

A simple example CCI is CCI-000205 which states “The 
information system enforces minimum password length.” 

SRGs 

Defense Information Systems Agency (DISA) uses CCI’s in 
Security Requirements Guides (SRGs). SRG’s provide 
general instruction for securing applications that can be 
broad in scope. SRGs represent collections of requirements 
applicable to a product category or technology family, like a 
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database or an application. All DoD contractors providing 
technology solutions to the Government must adhere to 
SRGs, which are published quarterly by DISA on their 
Information Assurance Support Environment website.  

An example SRG related to the previously mentioned CCI-
000205 is taken from the General Purpose Operating System 
SRG regarding minimum password length. The SRG 
includes the following guidance “The operating system must 
enforce a minimum 15-character password length.” 

STIGs 

While SRGs define very high level requirements for product 
categories, STIGs (Security Technical Implementation 
Guides) offer detailed guidelines for specific applications 
(e.g. Windows, Linux, Apache, etc.). STIGs provide 
information for validating and maintaining compliance along 
with requirements defined in the SRG for a product’s 
technology area. Government purchased technologies must 
comply with all SRGs and STIGs applicable to a system, 
which often results in technologies being subject to multiple 
SRGs and/or STIGs.  

For example related to the previously mentioned SRG and 
CCI-000205 regarding minimum password length, the STIG 
for Windows or Red Hat Linux would require checking the 
specific password length policy configured for the OS to 
ensure that it is set to a minimum of 15 characters. 

The relevance of STIGs goes beyond the logic behind the 
additional specificity that they provide. From a DoD 
perspective, far more cybersecurity has been implemented 
and evaluated in the enterprise class IT domain than in the 
tactical deployed avionics domain. Thus, for many of the 
AO’s, SCA’s and security staff supporting the DoD, STIGs 
and RMF controls are nearly synonymous. Many RMF 
technical controls are routinely tied to DISA STIGs for 
implementation assessment. Although this approach can be 
applicable to enterprise and enterprise-like systems, it may 
not be applicable for embedded real-time systems like 
avionics. There are some on-going efforts to develop real-
time/embedded SRGs and STIGs but these efforts are 
currently in the very early stages. I have personally 
experienced DoD customers who have STIGs mapped to 
every single technical control applied to their information 
systems. So it is important to understand that this 
perspective can exist in the customer complex and the 
tactical avionics provider may need to bridge the gap 
between this perspective and the real-time embedded 
computing, networking, and storage elements included in a 
typical avionics system. 

HBSS 

As with STIGs, Host Based Security Services (HBSS) is 
another topic that the avionics provider should be familiar 
with. Once again, this is most relevant to enterprise 
computing environments. HBSS is essentially a suite of 

software/applications that the DoD uses to secure their 
computers and networks. The current implementation is 
based on McAfee ePolicy Orchestrator and other McAfee 
security applications focused on intrusion prevention. 
Therefore this is applicable to an enterprise desktop 
computer running Windows. For a tactical embedded 
computer running a real-time embedded operating system, 
this is generally not appropriate and in most cases, not even 
viable to deploy. It would be beneficial for avionics and real-
time OS vendors to work on development of appropriate 
configuration and tools to implement the HBSS equivalent 
functionality for avionics platforms. However, one should 
not consider HBSS to be a magic box, it is one element of a 
layered security approach. 

Discussion of DFARS 

Another area that is very important for a DoD contractor to 
understand is the recent DFARS updates regarding 
cybersecurity. It is also important for DoD customers to 
understand the relationship between these DFARS updates 
and RMF.  

All Department of Defense (DoD) contractors that process, 
store, or transmit Controlled Unclassified Information (CUI) 
must meet the Defense Federal Acquisition Regulation 
Supplement (DFARS) minimum security standards by 
December 31, 2017 or risk losing their DoD contracts. NIST 
SP 800-171 (Ref. [9]) has been selected as the standard that 
security must be implemented against. DoD contractors are 
required to report to the DoD CIO their plan to achieve 
compliance. Fortunately, NIST SP 800-171 includes a 
mapping of controls to 800-53 controls. This enables the 
DoD contractor a mechanism to report compliance with 
respect to 800-53 for their development environment. Over 
time it is anticipated that 800-53 and 800-171 will become 
more closely aligned. However, it is very important that 
DoD customers understand that contractor’s development 
environment are required to comply with 800-171 while the 
systems they are developing must comply with 800-53. 

Certification vs A&A 

A common question in most discussion about RMF is: how 
does this A&A process relate to traditional certification 
processes? The short answer is that certification processes 
still exist and little has changed with the legacy certifications 
(e.g. NSA Type 1, UCDSMO, GPS, NC3, TEMPEST, Anti-
Tamper, NIST FIPS, Common Criteria, etc.) as a result of 
RMF. Certifications are generally focused on boxes, boards, 
or elements of a system while RMF is focused on the whole 
system, platform, or system of systems. If performed 
properly, the artifacts for an element of a system used to 
certify that element should be able to be leveraged in the 
RMF A&A for the system employing that element. 
However, depending on the specific certification, the RMF 
process may result in modifications to the element to meet 
RMF control requirements for the application undergoing 
A&A. In summary, no certification is a golden ticket that 
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will exempt an element from assessment under RMF. 
However, most go a long way toward addressing the RMF 
controls allocated to the element. Certifications are the 
cornerstones that support RMF in achieving the ATO. The 
more elements of a system that have completed the relevant 
certifications, the easier it should be to achieve the ATO. 

Cybersecurity Workforce 

With the transition of the DoD to Cybersecurity and RMF, it 
is important for the developer to be aware of the 
expectations on the workforce. A part of 8500.01 states: 

• Cybersecurity workforce functions must be 
identified and managed, and personnel performing 
cybersecurity functions will be appropriately 
screened in accordance with this instruction (DoD 
8500.01) and DoD 5200.2-R (Reference (v)), and 
qualified in accordance with DoDD 8570.01 
(Reference (w)) and supporting issuances. 

• Qualified cybersecurity personnel must be 
identified and integrated into all phases of the 
system development life cycle 

Recently DoDD 8570.01 was replaced with DoDD 8140.01. 
However, currently 8570.01 guidance is still being used to 
address implementation of cybersecurity for the workforce. 
The ultimate goal is a skilled and qualified workforce 
performing cybersecurity roles in development, assessment, 
and deployment of systems. 

8570.01 was focused on education and certification while 
8140.01 is intending to support education and both 
certification and experience. Regardless, there is always the 
need to have a consistent interpretation of “qualified” and 
what level of training is required. Currently, DISA manages 
a list of certifications that cover the various “Security 
Workforce Functions”. Examples of these certifications 
include CISSP and Security+ among a number of others. 

The “magic box” syndrome 

One cannot discuss cybersecurity or RMF without 
addressing what I like to refer to as the “magic box” 
syndrome. Everyone who builds systems wishes there was a 
magic box that all of the security requirements could be 
allocated to and that could implement all of the system 
security so that the system designer can focus solely on the 
“real” system functionality. Although this sounds good on 
paper, in practice, this is an ill-advised perspective. 
Performing a simple vulnerability assessment on any system 
will expose the many attack surfaces that an adversary has to 
exploit. Through this assessment, it becomes obvious that 
security must be baked-in throughout the system itself. 
Security experts will all agree that good security is based on 
a layered approach integrated throughout the system. So if 
someone tries to sell you a “magic box” that will solve all of 
your security issues for your platform, just remember, if it 
sounds too good to be true, it probably is. Many weak 

systems are a result of someone buying the “magic box” 
story and putting all their trust in a single box that cannot 
possibly protect every single attack surface of the system. 
We don’t have time in this paper to educate the reader on all 
of the attack surfaces of a typical system, but suffice to say, 
people, processes, and technology across the entire lifecycle 
of the system are all part of the broad attack surface that 
must be protected. That said, many companies have 
developed security appliances. And many of these 
appliances are beneficial when properly integrated into a 
system. However, high assurance and low risk are achieved 
through a layered approach. Solutions that protect a single 
attack surface are only an element of a broader system 
solution and may not, in and of themselves, completely 
mitigate the associated risks. If the system developer does 
not build any security into the system itself, it’s only a 
matter of time before it will be successfully attacked. In 
some cases, that risk is acceptable, in many cases, the results 
are unacceptable. I strongly encourage all avionics vendors 
to take every opportunity to increase the inherent strength of 
the avionics system over seeking a magic box to secure the 
system. Further I encourage all DoD programs to seek 
opportunities to increase the security of the system and 
invest in security implementations anytime you open a 
system up for re-work. A key take away of this paper is to 
educate producers and consumers to ensure they do not 
become the next victim of the “magic box” syndrome. 

Risk Assessment, adversaries, and vulnerabilities 

A discussion on RMF would not be complete without some 
discussion on risk assessment. From the perspective of 
RMF, there are really 2 interrelated risk assessment 
activities. One is the risk assessment that is performed as 
part of Steps 4 & 5 of the RMF process in which the SCA 
and AO are evaluating the control implementation against 
the controls and assessing any residual risks. These residual 
risks should ultimately be captured in the POA&M along 
with mitigation plans. In addition to this assessment, there 
are also risk assessment activities that often follow a NIST 
SP 800-30 (Ref. [10]) or equivalent process to look at the 
system implementation in the context of all identified attack 
vectors and known system vulnerabilities to identify risks. 
These risks are assessed by the system owner/user and those 
that exceed an acceptable risk threshold are re-evaluated. 
Generally this would result in additional controls being 
tailored in or specific control implementation identified that 
is intended to adequately mitigate the risk. The NIST SP 
800-30 based process is often most important for a legacy 
platform to identify the current security posture and should 
be performed prior to or in parallel with RMF step 2. For 
several years the Air Force has been developing processes 
that augment 800-30 to address risk assessment in the 
context of RMF as presented in Ref. [11] and Ref. [12]. 

Although specific vulnerabilities and attack vectors are often 
system specific and generally classified, there are a number 
of general areas that the community should be aware of. 
These areas include but are not necessarily limited to: 
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• Signed SW/FW and signature verification 
• Secure Boot 
• Establish root of trust in the system 
• Encryption of Data at Rest 
• Static Code Analysis 
• Encryption of Data in Transit 

The DoD supplier or developer of the system often has a 
unique perspective of the system that is an enabler to a 
comprehensive risk assessment and is usually able to 
integrate additional security into the system more easily. 

Integrity of Software and Firmware 

Because most modern systems are built upon programmable 
foundation, the integrity of these software and firmware 
elements is extremely important. Another critical concern 
for systems today is the “insider” attack vector. Although the 
insider attack is a very complex and difficult attack vector to 
protect against, there are steps that can be taken to reduce 
the attack surface. One approach that aids in both 
programmable function integrity and the insider threat is the 
use of signed software/firmware. Of course there are many 
stages in the lifecycle of a product and the more of the 
lifecycle that can be covered, the better. For example, 
SW/FW could be signed in development and the factory 
verifies the signature before loading into a new device. 
Further, signed SW/FW could be distributed to the deployed 
systems and verified prior to loading onto a deployed system 
during an update. Beyond that, the avionics system could 
itself verify the signature of all SW/FW every time the 
SW/FW is loaded into the system from reset/power-up/boot.  

This leads to a short discussion on Public Key Infrastructure 
(PKI) and the DoD PKI. Public key cryptography relies on a 
public key and a private key. The public key is used to 
encrypt data that can only be decrypted by the private key. 
The private key is used to sign things that can only be 
verified by the public key. PKI relies on trusted 
distribution/verification of public keys and the ability to 
securely store private keys. When used for SW/FW 
distribution, this requires private keys at the “factory” 
(which is the trusted source of the SW/FW) for signing the 
SW/FW and public keys anywhere that the SW/FW integrity 
must be verified. More than one PKI exists, but typically 
DoD policy requires that DoD PKI be used. This means that 
there is a root of trust that traces back to a DoD private key 
or set of private keys. This root of trust enables anyone to 
use DoD provided and publically available certificates to 
verify a public key and establish trust. PKIs utilize a 
revocation mechanism to address lost or stolen private keys. 
The bottom line here is that avionics vendors should be 
planning to support DoD PKI based SW/FW signature 
verification to reduce the attack footprint and comply with 
RMF integrity controls. All baseline CIA levels include 
some SW/FW integrity and PKI related controls. 

What is static code analysis and why should I care? 

Static code analysis is exactly as the name implies, analysis 
of software (code). This is analysis that is performed on the 
source code prior to compilation and execution. Typically in 
the avionics domain, this analysis is performed by an 
automated tool and there are a number of vendors who 
provide tools that perform static code analysis. The 
important aspects are the type of analysis performed and 
benefit of that analysis. For purposes of our discussion here, 
the focus is on analysis that targets identification of 
vulnerable or potentially vulnerable code. Specifically code 
that could be used by an attack vector to compromise a 
system, in this context, a security compromise. Most modern 
tools used for analysis of security or safety critical systems 
utilize the Common Weakness Enumeration (CWE) which is 
a categorization system maintained by the MITRE 
Corporation. The tools scan the source code and produce 
reports identifying where vulnerabilities or potential 
vulnerabilities exist based on the CWE. For example, CWE 
category 121 is used for stack-based buffer overflow. Many 
tools provide recommendations to the developer on ways to 
address identified weaknesses. 

Static code analysis is gaining wide acceptance as a 
beneficial practice to deploy for development of high 
assurance software. You should care if you develop software 
for any safety or security critical application or if you 
develop software that could be attacked and the impact of 
the attack is not desirable. I think we can all agree that this 
means almost everyone who develops software should care 
about static code analysis. It should be noted that dynamic 
code analysis is also gaining traction as a means to analyze 
code after it has been compiled and during execution. Static 
code analysis is included in the 800-53 controls set (SA-
11(1)), although not currently in the baseline C-I-A for any 
level, it is included in some of the overlays. 

Safety vs. Security 

Systems and components developed for high assurance 
safety critical applications generally provide a reduced risk 
for security applications. The rigor in the development 
process along with some common goals between safety and 
security usually result in less effort required to “secure” a 
“safe” system. In general, “Integrity” and “Availability” 
goals of security are also important goals for safety. 
However, there are conditions where safety goals and 
security goals diverge. A good example is in the area of 
confidentiality. In a secure system, confidentiality is often a 
key element and there are systems where compromise of 
confidentiality is more costly than loss of the platform. In 
this case, the decision to avoid compromise of 
confidentiality could be in conflict to an availability decision 
and yet win out. In many cases, the availability or loss of life 
safety decisions win out over confidentiality security 
decisions. The important things to note are that conflicts will 
exist and where there are conflicts, the conflicts must be 
resolved at design time. Components designed for safety 
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generally bring a solid foundation to support security 
controls. 

PROPOSED APPROACH FOR AVIONICS 

The simple answer for avionics systems is to follow the 
standard RMF process and capture the controls resulting 
from completion of step 2 with your customer as 
requirements in your requirements tool (e.g. DOORS). 
Ensure you decompose and allocate the requirements to 
systems, subsystems, and components just like any other 
requirements. Because the DoD uses eMASS, it is 
recommended that some sort of database be used to capture 
the requirements, traceability, and implementation details in 
order to make it easy for the customer to import them into 
eMASS. In many cases, “pretty printing” things in Word 
documents may not be a good use of time and program 
funds. If a good database tool is utilized, it will support 
simple export into Word or other useful formats acceptable 
for reviews. As mentioned previously, the majority of the 
requirements captured and traced like this will be associated 
with the “technical” controls.  

The relevant process/policy controls should either be traced 
to development process documents (CM Plan, SEMP, SDP, 
etc.) or to the applicable IT policies or SP 800-171 
compliance related policies for your development 
environment. Mapping the current 125 controls that are 
documented in Appendix D of SP 800-171 into a SCTM 
database with a special attribute that identifies that they are 
the requirements allocated to the (unclassified) development 
environment and that they are implemented per SP 800-171, 
can clearly delineate what applies to the system vs what 
applies to the development environment. The remainder of 
the controls are implemented by the DoD customer/user of 
the system, many of which will be inherited in deployment. 
We have typically not captured the implementation of these 
“deployed site/user” controls from 800-53. 

As long as the avionics developer follows a rigorous “V” 
model with requirements based engineering development, 
the process to complete SVT is as simple as completing 
normal V&V activities on all of the decomposed and 
allocated requirements. Because these all trace back to the 
applicable 800-53 controls, the SVT is completed based on 
the completion of the V&V effort for those requirements 
traced to the controls in the SCTM. We have found this 
approach to be the most effective in helping to integrate 
security into all of the other disciplines and it definitely aids 
in avoiding the magic box syndrome. We dedicate SSE’s to 
support the Systems, Software, and Hardware development 
teams to support them in the allocation and decomposition, 
implementation, and V&V procedures development 
activities to reduce risk for A&A. We have successfully 
followed this process for a number of programs, and with 
each execution we gain expertise and lessons learned to 
apply to future efforts. Every customer and program has 
unique challenges, however, this systematic approach is 
flexible to support a broad range. 

CONCLUSIONS 

From a contractor or avionics developer perspective, the 
DoD is requiring military platforms implement RMF IAW 
DoDI 8510.01. RMF is the way forward for all DoD systems 
including embedded, tactical and even “Sneaker-Net” 
systems. Its Methodical and not Rocket Science, but, yes it 
does include subjectivity. There is a DoD part and a 
Contractor part. The DoD customer owns the RMF process, 
as contractors, we support them to the extent necessary to 
make them successful. 

Addressing RMF planning and execution entails 
manipulation and use of large databases of controls and 
weaknesses. This can be time consuming and error prone. 
The DoD uses a tool called eMASS which is a web based 
tool generally accessible via only SIPRNet (A DoD 
classified network with limited access). Most avionics 
vendors do not get direct access to the eMASS database for 
the platforms for which they provide avionics. A contractor 
side toolset to assist with process automation would 
significantly improve efficiency and minimize control 
mapping issues. The DoD should consider the plan forward 
for efficient contractor side support for RMF. In the 
meantime, contractors following a rigorous requirements 
based development process should be able to provide the 
necessary artifacts and traceability to support RMF for DoD 
applications. 

Everyone involved in the system development and 
deployment is responsible for supporting the RMF efforts on 
our systems. The following are some recommendations for 
those supporting development and deployment of Avionics 
for DoD applications:  

• Become familiar with the RMF process 
• Understand the controls at least at a high level 
• Use a rigorous requirements based development 

process  
• For contractors 

o Ensure compliance with the DFARS for 
the development environment 

o Help to get RMF efficiently integrated into 
your contractor development processes 

o Get to know the RMF & security experts 
in your area or company wide 

• Seek to add security to the system whenever 
changes are being made 

o Don’t fall into the “Magic Box” syndrome 
• Seek to gain reuse from programs who have 

completed RMF efforts 
o SSP’s, SCTMs, SAPs, RARs, POA&Ms, 

etc. 
• Pass on Lessons Learned 

The DoD is expecting increasingly more assurance within 
our products and our ability to demonstrate they meet the 
requirements associated with RMF. We have to integrate 
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RMF into our internal development processes efficiently and 
effectively to ensure compliance and competitiveness.  

Author contact: James A. Marek 
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