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Abstract 
This paper introduces a Software Defined 

Network (SDN) framework for airborne 
connectivity; defining an aircraft as an airborne 
node providing combined secure cockpit and cabin 
access. This SDN framework facilitates vendor and 
media agnostic communication link selection 
(satellite, cellular, or any other communication-link 
type) to the aircraft SDN platform. This SDN 
framework creates secure separation and delivery 
assurance while employing open architecture 
principles to accommodate future evolutions of 
aeronautical communications links. This approach 
facilitates the integration of any available link and 
satisfies manufacturer design requirements by 
mapping the Software (SW), not the hardware 
(HW) platform, to aircraft design and 
configurations.  

Based on this SDN architecture, this paper 
presents SW techniques that can be implemented at 
the airborne SDN platform and the ground gateway 
to insure that the wireless commercial links used in 
this open architecture meet reliability, delivery 
assurance and timing requirements for cockpit 
traffic. The paper demonstrates simulation results of 
using network coding to ensure that cockpit 
sensitive traffic can use  commercial infrastructure 
even under adverse conditions such as high packet 
loss while meeting  cockpit traffic Quality of 
Service (QoS) requirements. 

Introduction 
The aviation community is at the cusp of a 

transformational change. Like other industries, the 
aviation industry is responding to the exponential 
growth of information and the impact of this 
information on improved analytical decision 
making. The FAA’s System Wide Information 
Management (SWIM) [1] and its European 

component Single European Sky ATM Research 
(SESAR) [2] are transformational actors in aviation. 
The Internet of Things intensifies the need for 
faster, more robust networks. The proliferation and 
expansion of terminal devices from hand held 
tablets to cabin and crew systems contribute to this 
need. All these changes are driving concepts similar 
to those concepts tackled in “5G” public network 
planning. 

The aviation community is not just in need of 
bandwidth increases to accommodate more 
information, but the community needs the ability to 
access dedicated and open network components. 
Adoption of these components will improve 
information and network security, expand access to 
information on a global scale, and will support the 
developing concepts of “collaborative decision 
making” allowing all players to have access to the 
same information at the same time. 

The aviation community also faces spectrum 
reallocation and auctions which may challenge the 
traditional “safety” designation on specific 
frequencies. The US Federal Communications 
Commission (FCC) is working with industry to 
establish a next generation internet touchstones 
including new wireless definitions. Wireless 
transitions will force the community to work closer 
together and to manage levels of interference on 
primary and shared users of this spectrum. New 
entrants in this market have purchased spectrum 
through revenue generating auctions by the FCC. 
There is a need for industry to partner with these 
new entrants to ensure that they have access to the 
necessary resources to capture, distribute, and 
consume information critical to operations. The 
consequence of not creating the right environment 
for a seamless partnership is the failure to make use 
of future cutting edge technologies for the 
advancement of the aviation industry 
communications and networking.   



Market dynamics may lead radical changes in 
airborne connectivity methodologies; driving 
reductions in cockpit communications cost while 
significantly increasing delivery volume. Low cost 
commercial wireless communications technologies 
such as broadband satellite and 5G will enable 
cockpit connectivity over commercial links with 
state-of-the-art security.  

This paper introduces a SDN framework for 
airborne connectivity.  This framework can be used 
to meet basic requirements such as security while 
having open architecture principals that are vendor 
and media agnostic. Market dynamics that can 
influence future architecture are explored. 
Architectural considerations leading to the proposed 
notional architecture is detailed.  Finally, simulation 
results demonstrating the use of Network Coding in 
order to meet cockpit traffic QoS requirements are 
presented   

Market Dynamics  
Market dynamics will critically influence 

future airborne connectivity. Consider the 
following:   

1. The airlines desire to reduce cockpit 
communications cost. While the FAA has not 
yet approved the move of all cockpit 
communications to commercial infrastructure, 
eventually low cost commercial communications 
and the use of secure tunnels will lead to the use 
of commercial infrastructure for cockpit 
communications. This move could be approved 
by the FAA in a gradual manner starting with 
non-safety messages, but high-end encryption 
over the Internet can create the means to 
eventually move all cockpit communications 
over secure commercial infrastructure.   

2. The global airlines passenger communications 
system market size [3]. There is a race of many 
players to provide new infrastructure for satellite 
based IP communications. Many small satellite 
vendors are deploying Low Earth Orbit (LEO) 
constellations and this competition promises 
higher bandwidth access for airborne 
connectivity at low cost.  

3. The promise of new technologies such as 5G. 
5G will provide very low latency, very high 
bandwidth IP access to mobile vehicles.  

4. The aviation industry consideration of other 
airborne to ground links. The link types could 
include optical or RF point-to-point. The 
industry is also considering redesign or reuse of 
the current aviation spectrum in a more efficient 
manner. 

5. The desire for passengers and crew to have more 
onboard capabilities that rivals 5G public access 
features. The Internet of Things will expand to 
the aircraft enabling predictive analytics. Secure 
cockpit communications will enable data-
intensive applications like real-time weather 
updates. The industry is in a race to provide the 
aircraft with ever increasing broadband access 
and new features.   

These dynamics point to the need for an 
architecture that allows interfaces with any link 
type or any onboard device securely and in a plug-
and-play manner. This architecture will need to 
adapt to the many unknowns while still offering the 
highest level of security. 

Architectural considerations 
SDN concepts can offer the ability to adapt 

with a universal hardware platform that can 
accommodate different protocols as software 
downloads.  The presented architecture takes into 
consideration reference such as [4] which explored 
the use of WAN and LAN on an airborne gateway 
and reference [5] which is a European seamless 
aeronautical networking initiative introducing open 
architecture and SDN recommendations. The 
architecture considerations listed below are based 
on other industries that moved to adapting SDN 
principles (such as the defense and banking 
industries) and ongoing efforts in the aviation 
industry to move to SDN based architecture.  The 
architecture considerations are summarized as 
follows: 

Open Architecture 
An open architecture concept facilitates 

interoperability between airborne links.  Variations 
between broadband satellite vendors, cellular 
technologies, optical point to point links, and other 
redesigned aviation links must be accommodated. 
The open architecture must separate the cockpit and 
cabin from the links to the ground such that any link 



type can be integrated into this future architecture. 
Even within the same technology type such as 
cellular, one must be able to integrated different 
technologies (3G, 4G, 5G and beyond) and one 
must be able to integrate different vendors 
equipment using a standard interface such as 
ARINC characteristic 771. [6] For example, 
ARINC 771 specifies the casing of the airborne 
equipment and characteristics such as Bit Error 
Rate (BER) and antenna emission such that any link 
can be integrated into the architecture seamlessly. If 
aviation links such as the current VHF link is 
redesigned, this architecture will be able to integrate 
it with no design changes. In summary, the SDN 
concept will enable SW modules that act as device 
drivers downloadable to the SDN based platform 
facilitating the interface to any link type.  

Separate the link HW from the SDN platform 
The concept of SDN is not new and is widely 

used in defense and commercial applications. An 
early challenge faced in SDN was the lack of initial 
planning that resulted in different competing HW 
platforms and the inclusion of lower layer protocol 
stacks, requiring specialized HW, in the SDN 
design [7]. The architecture presented in the next 
section separates the links from the SDN platform 
to avoid such pitfalls. This architecture anticipates 
that standards will be developed for the different 
link types where specialized HW is defined in terms 
of casing and link characteristics. Interface Control 
Definition (ICD) will standardize the interface 
between the hardware platform and the link. Once a 
link is standardized, it can be integrated into this 
architecture with little more than an equivalent to a 
device driver SW module as part of the upper stack 
protocol layer. This allows the SND platform to be 
used with different aircraft configurations. This 
SDN platform can be an extension of the aircraft 
router in use today. 

Cockpit and Cabin Secure separation and 
multiple security layers 

Security must be a core part of this future state. 
The security architecture should include 
components such as: 

1. Secure separation of cockpit and cabin is 
ensured. Hardware separation is a firm 

requirement. Cockpit access to the air ground 
communications links must be through a secure 
tunnel that uses the highest level of encryption. 
Essentially, we are creating a secure tunnel 
between the cockpit and the ground gateway that 
is similar to the defense industry classified 
tunnels - all HW separation and SW separation 
concepts mandated by the National Security 
Agent (NSA) [8] are adapted to ensure the 
highest level of security for cockpit traffic.  

2. Cabin traffic is tunneled separately.  Cabin 
traffic is not encrypted to the same level as 
cockpit traffic and it is tunneled (enveloped) in a 
separate tunnel from cockpit traffic.  This 
separation of traffic ensures the highest level of 
security for cockpit traffic. 

3. Cockpit applications form another security layer. 
Each application in the cockpit will have the 
ability to have a secure layer specific to that 
application. 

4. SW separation provided throughout the SDN 
platform. It is preferred that cockpit traffic and 
cabin traffic are processed on separate General 
Purpose Processors (GPPs) in the SDN platform 
to ensure additional layers of separation. It is 
only at the physical links to the ground that 
packets may share the same link to the ground 
gateway. This enables these packets to have 
multiple layers of enveloping (tunnels) that are 
distinct and isolated to ensure separation. The 
packet path can also be separated to allow 
sensitive cockpit traffic to use a different link 
from cabin traffic. Generally, security tunnels 
ensure that cockpit and cabin traffic can securely 
share the same link to the ground gateway. In 
summary, this architecture can accommodate 
regulations enforcing link separation of that 
certain cockpit messages.  

Cockpit applications addressing  
It is critical to ensure that each cockpit 

application can be addressed separately and can 
form a peer packet-switched link (virtual 
connection) to the ground that is logically separated 
from other cockpit applications. This is a critical 
part of security but also important for future 
applications.  New technologies in the cockpit 
would be addressed separately and would be 
mapped to a cockpit LAN port that will be assigned 
policies associated with the corresponding 



application. The SDN logic would apply discrete 
policies enabling differentiated services to the 
packet stream of varying applications. These 
differentiated services  ensure cockpit traffic has 
higher precedence over cabin traffic but also ensure 
that the different cockpit applications receive 
different differentiated services providing 
precedence based on  criticality to the aircraft 
operation. 

Aircraft and ground gateway peering  
Many industries went through a phase of using 

private networks before finding it more cost 
effective to utilize affordable commercial 
infrastructure via secure tunneling. The most 
important lesson learned from these industries is the 
need to control the ingress and egress points over 
the commercial infrastructure [7].  With the 
airborne connectivity case, this control applies to 
the aircraft acting as a node on the network. The 
aircraft’s SDN devices peer with a ground gateway 
as security and differentiated services policies are 
applied through this peering to meet the aircraft 
communications requirements. This tunneling may 
traverse different links in parallel but must form a 
closed loop to service the net-neutrality impacts of 
the commercial infrastructure – servicing the 

policies and differentiated services of each ingress 
and egress point. Encrypted packets routed through 
the commercial infrastructure are not guaranteed to 
use the same path, but the commercial infrastructure 
path is masked by the security tunnel and from the 
perspective of aircraft SDN device, the ground 
gateway is a next hop. A myriad of traffic 
engineering algorithms can be developed to ensure 
cockpit applications designed for a specialized link 
(that maybe circuit-switched) will perform at the  
same or better level over a virtual connection riding 
on  a packet-switched network that utilizes a 
commercial infrastructure, based on net-neutrality. 

The Proposed Notional Architecture 
The proposed architecture is spelled out 

through notional diagrams in the subsection below. 
Figure 1 shows a high level view of the main 
concept, which makes the aircraft a network node 
connecting to the ground gateway through different 
commercial and specialized links. Tunnels are 
formed between an aircraft gateway and the ground 
gateway and special policies ensure meeting all 
aircraft manufacturer and FAA requirements.   

 

 
 

 

Figure 1: High level view of airborne connectivity 



The LAN – WAN separation 
The first concept here is that the aircraft 

gateway has a LAN side and a WAN side as shown 
in Figure 2. The cockpit and cabin utilize LANs and 
the links to the ground gateway utilize a WAN. The 
cockpit LAN and the cabin LAN are physically 
separated and each uses a different physical port 
over the aircraft SDN gateway platform. The 
cockpit LAN will have different levels of 
precedence and preemption (packets are marked for 
differentiated services based on real time 
requirements and criticality requirements). The 
cabin LAN packets are all marked as “best efforts” 
to match the commercial infrastructure net-
neutrality. The air ground WAN can use many 
different links such as broadband satellite, cellular, 
optical, or a redesigned aviation specific link (e.g., 
redesigned VHF link). All WAN links close the 
loop with the ground gateway. The aircraft gateway 
platform HW is designed for SDN of the network 
layer (e.g., Internet Protocol layer). The aircraft 
gateway would implement many critical concepts 
such as: 

 Prioritization of cockpit traffic over cabin 
traffic. 

 Traffic engineering concepts that ensures 
meeting cockpit applications requirements such 
as delivery assurance. 
 

 Security techniques such as the HW and SW 
separation of cockpit and cabin traffic. 

The gateway platform is independent of any 
vendor providing WAN access. A vendor who 
provides a WAN access link must adhere to 
standardization and provide a SW device driver to 
be used over the aircraft gateway to communicate to 
the link modem. WAN links will be assigned WAN 
ports (physically and logically separated) and 
device drivers will act as the interface between the 
WAN link and the gateway networking protocol 
layer.         

A domain guard may be used to communicate 
the WAN state to the cockpit LAN since some 
cockpit applications may require a WAN status to 
regulate its own traffic.  

The number of LANs in this architecture is not 
limited to 2 LANs for cockpit and cabin. The 
architecture facilitates one cockpit LAN for 
sensitive applications and another cockpit LAN for 
non-sensitive cockpit applications where the 
encryption requirements can differ. The architecture 
also allows a cabin LAN for passenger and a cabin 
LAN for crew that is separated. This architecture is 
flexible and extendable to any number of LANs 
onboard the aircraft.  

 

 

 

Figure 2: The LAN-WAN concept and the airborne gateway SDN platform 



The cockpit LAN 
The cockpit LAN will rely on a cockpit 

ingress/egress HW platform that adheres to SDN 
principals allowing adaptation to each different 
cockpit configuration. As shown in Figure 3, each 
LAN application will be assigned a LAN port. Each 
application may have its own security layer with 
different levels of precedence and preemption. The 
cockpit LAN ingress/egress platform policies can 
be reflected in different Differentiated Services 

Code Points (DSCP) packet marking, unique for 
each cockpit application based on the application 
precedence and preemption requirements. Policies 
can be port-based and the port can be mapped to a 
specific applications. The WAN status 
communicated through the domain guard can be 
used by the cockpit LAN ingress/egress platform to 
adapt to WAN dynamics such as end-to-end delay.   

 

 

Figure 3: Cockpit LAN secure access and cockpit SDN platform 

The cabin LAN 
The cabin LAN has its unique characteristics 

and will require a HW platform as shown by the 
box “Cabin LAN ingress/egress platform” of Figure 
4. Different ports of that platform can be mapped to 
different cabin features such as wireless access 
local routers (e.g., WiFi). VoIP or future-equivalent 
ports can also exist to offer passengers voice 
communications over the commercial 
infrastructure. Other cabin based applications such 
as entertainment devices can also have their own 
access ports. The cabin LAN traffic is consolidated 

through a single cabin tunnel, although has less 
security requirements, it is necessary to separate 
cabin from cockpit tunnels as shown in the bottom 
right of Figure 4. Cabin traffic will have best effort 
DSCP marking to be mapped to the commercial 
infrastructure net-neutrality.   

The outer tunnel between the airborne gateway 
platform and the ground gateway will have 2 
parallel tunnels for cabin and cockpit and each of 
these tunnels can have an application security layer. 
This separation assures cockpit safety to include 
insuring that no one in the cabin can tamper with 
cockpit traffic.  



 

 
Figure 4: Cabin LAN access and cabin SDN platform 

The ground gateway 
The ground gateway is a critical component of 

this architecture, critical to close the loop with the 
airborne gateway. The ground gateway will be the 
end point of the security tunnels coming from the 
airborne gateway.  The ground gateway will format 
and route commercial traffic over the Internet as 

well as   cockpit traffic along the appropriate path 
as shown in Figure 5. SW and HW separation 
principles similar to the airborne will apply to the 
ground gateway. This includes provisioning 
different GPPs for separating cockpit traffic and 
cabin traffic using HW and SW separation 
principals. 

 
 



 
 

Figure 5: Ground gateway peering 

 

Simulation Results 
There are many SDN techniques that can be 

used in the proposed frame work. These include the 
ability to route over the best link to/from the 
ground. This type of routing is known as reactive 
routing [9] as it can react to link quality to override 
standard routing techniques. Another important 
aspect of using SDN is to ensure the desired QoS 
for cockpit traffic through traffic engineering, 
queuing and the differentiated services technique 
discussed in previous sections.  

In this section we present simulation results for 
applying an important SDN technique, known as 
Network Coding [10], to the airborne to ground 
connectivity domain. Network Coding has many 
applications to wired and wireless networking, but 
here, we focus on its implementation on wireless 
links between the aircraft and the ground. With 
network coding, packets (e.g., IP packets) are 
encoded to generate redundancy packets. A 
message consisting of a K number of packets is 
encoded to N number of packets where N > K. This 
added redundancy packets can increase the 
probability of delivering the message with a single 
transmission. This can result in meeting two critical 

QoS requirements for cockpit traffic (delivery 
assurance and delivery time) over commercial 
wireless links that may be unreliable and can 
introduce packet delay and packet loss.  

The curve in Figure 6 explains this concept for 
a message of size 8 packets. If the 8 packets are sent 
as is as indicated by the RS(8,8) in the curve in 
Figure 6, the probability of receiving the messages 
complete at the receiving side can be seen as 
unacceptable as the probability of delivering a 
packet decreases. For example, if the probability of 
delivering a packet is 0.8, the probability of 
delivering a message is around 0.175. Network 
coding adds redundancy packets that increase the 
probability of delivering a message. The curve 
below shows how delivery assurance increases as 
the number of redundancy packets increase from 2 
to 4 to 6 to 8 to 16 packets for a message of size of 
8 packets.  



 

Figure 6: The use of Network Coding for delivery 
assurance and timing of cockpit traffic. 

 

Notice that with protocols such as TCP, high 
packet loss and high delay can cause the TCP 
session to abort. Network coding overcomes packet 
loss and with redundancy and reduces the need for 
retransmission over commercial wireless links.  
This facilitates acceptable TCP performance over 
these unreliable links and ensures that cockpit 
traffic requirements can be met using commercial 
wireless links. Notice also the different levels of 
delivery assurance with network coding where as 
the number of redundancy packets increase, 
delivery assurance increases and the   need for 
retransmission decreases (faster delivery of the 
message). Network coding can be used with 
different levels of redundancy to create 
differentiated services for the different cockpit 
applications over commercial wireless links 
implementing net-neutrality.   

Summary 
This paper introduced a SDN framework for 

airborne connectivity. This framework took into 
consideration different market dynamics, other 
industries pitfalls and successes in using SDN over 
commercial wireless infrastructure, and the recent 
attempts of the aviation industry to use SDN 
concepts. This framework is security centric in 
order to ensure that cockpit traffic can be routed 
over commercial infrastructure meeting safety 

requirements. The paper presents architectural 
considerations, notional views of the architecture 
and some simulation results showing the 
importance of using Network Coding to create 
differentiated services for cockpit traffic over 
unreliable commercial wireless links with net-
neutrality. We presented Network Coding 
simulation to demonstrate that in conjunction with 
sound security architecture, we can route cockpit 
traffic over commercial wireless links while 
meeting stringent security and delivery assurance 
requirements.     
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