
Network Enabling of Aviation Platforms for Future Joint Force Interoperability 
 

Mark E. Palich 
Embedded Software Engineer 

The Boeing Company, Mesa, Arizona 
mark.e.palich@boeing.com

 
Harold G. Tiedeman, Jr. 

Principal System Architect 
Rockwell Collins Company 

hgtiedem@rockwellcollins.com
 

ABSTRACT 

Network interoperability (information sharing) between avionics platforms and one or more command and control stations is 
a key enabler for the Army Future Force.  Within a year and a half period of time, several demonstrations were conducted 
which showed the feasibility of implementing network interoperability in multiple joint exercise configurations and on 
different platforms using an Open Systems Gateway (OSGW).  In the past it would have taken several months of 
coordination to define a single interface standard and distribute an implementation across multiple vendors with many layers 
of coordination and project management to define a new protocol.  Today, using off the shelf industry standards, a new 
message set can transition from concept to implementation in a matter of weeks with minimal coordination and overhead. 
 

INTRODUCTION 

Network Interoperability using digital communications is the 
most significant technology advancement in the battlefield in 
recent years.  The ability to communicate digitally is the 
driving force that enables our troops to engage in ways more 
effective than any other time in history.  Future Combat 
Systems (FCS), Future Force Warrior (FFW) and several 
other network enabling programs are manifestations that 
address and implement this evolving technology.  Currently 
fielded digital communications protocols such as the Air 
Force Application Development Program (AFAPD) and 
Tactical Fire (TACFIRE) have demonstrated their value, but 
have typically been difficult and expensive to integrate with 
the many different data transmission protocols that exist 
today.  Typically, digital protocols are targeted for specific 
platforms and do not effectively cross the protocol 
boundaries. 
 
Open Systems Architectures (OSA) being developed on 
Boeing-Mesa’s Manned/Unmanned Common Architecture 
Program Phase II (MCAP II) (Reference 1) and Apache 
Block III, and Rockwell’s Common Avionics Architecture 
System (CAAS), leverage open, Internet Protocol-based 
standards, to provide true networked interoperability.  The 
Networked Common Operating Real-time Environment 
(NCORE) is Boeing-Mesa’s Apache rotorcraft OSA that was 
initially prototyped on MCAP II and continues to evolve on 
the Block III program.  The concept of an Open Systems 
Gateway (OSGW) network enables aviation platforms with 
minimal impact to the existing flight and mission 
capabilities on the aircraft.  Demonstrating the OSGW on 
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both NCORE and CAAS architectures provides flexibility 
that enables the majority of Army rotorcraft to interoperate 
with FCS and other networked participants using multiple 
communication data standards planned for near term 
deployment.  The OSGW provides a bridge between the 
external global network and platform unique internal data 
interfaces.  Typically, the internal data utilized on an 
embedded platform is packed binary data while the external 
network oftentimes contains ASCII based open standards 
data.  For data to be internalized, a translation from ASCII 
formatted data to a binary equivalent translated by a scale 
factor and bit manipulated to fit into a data structure is 
needed.  Binary data can also be formatted for an external 
network such as Key Length Variable (KLV) data which 
was developed by the television industry.  KLV metadata 
(data about data) is often used in conjunction with streaming 
video to correlate coordinate points and source platform 
information with video streaming when used in a tactical 
environment. 
 
This paper will discuss the platform architectures used for 
demonstrating and validating the effectiveness of an OSGW 
common software approach.  Common software enhances 
maintainability, portability and scalability quality attributes 
which will be discussed based on actual porting efforts.  The 
strengths of the OSGW have been demonstrated in multiple 
field exercises and references to other papers validating its 
functionality will be provided within the paper. 
 
MCAP II Overview 
The MCAP II software architecture (NCORE) is a prototype 
configuration of the Apache Block III architecture 
(References 1&2).  The hardware premise of MCAP 
II/Block III is to take the dual-redundant System, Display, 
and Weapons Processor Line Replicable Units (LRUs) that 
were distributed over a Longbow Block II aircraft and 
condense their functionality into a single Mission Processor 
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(MP).  Another feature of using concurrent hardware is 
replacing legacy restrictive interfaces like ARINC 429 and 
MIL-STD-1553 with high speed commercial interfaces such 
as Gigabit Ethernet.  The Ethernet interface provides the 
ability for commercial off the shelf (COTS) parsers and data 
definitions like eXtensible Markup Language (XML) to be 

internalized and leveraged.  For MCAP II, the OSGW is 
implemented as a module that resides in the Application 
Layer as shown in Figure 1.  The OSGW is a 
publish/subsribe, “pub/sub”, participant and is instantiated 
within a virtual address space (space partition), similar to 
other Apache Block III applications Reference 2. 
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Figure 1: OSGW in MCAP II NCORE Prototype Architecture 

 
 

Common Avionics Architecture System (CAAS) 
Overview 
The Common Avionics Architecture System (CAAS) was 
originally developed by Rockwell Collins for the Army 
Special Operation Aviation (SOA) MH-47 and MH-60 
aircraft to provide a fleet-wide common avionics and 

mission management system.  Since then, CAAS has been 
integrated on a variety of U.S. Army rotorcraft including the 
CH-47F, UH-60M (upgrade), and the Armed 
Reconnaissance Helicopter ARH-70A.  The CAAS avionics 
system architecture is depicted in Figure 2. 

 

 
 

Figure 2: CH-47F CAAS System Architecture 
 

 
The CAAS software architecture is developed using open 
system architecture principles, much the same as the MCAP 
II/Apache Block III architecture.  The CAAS system utilizes 
differing physical packaging standards, distributing the 
system processors within the display components and a 
General Purpose Processing Unit.  However, both CAAS 

and NCORE share a common Ethernet-based bus 
architecture and Internet Protocol (IP) communications 
architecture.  Use of IP, coupled with an open systems 
software environment, enables the sharing of common 
software components among the two avionics architectures.  
The CAAS software OSA is shown in Figure 3. 
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Figure 3: CAAS Software Architecture Model 
 

 
Open Systems Gateway Concept 
In the past, digital communications were implemented using 
rigid private networks.  The private networks required the 
services of external hardware that came between aircraft 
management and radios.  In order to send digital traffic over 
the air, rotorcraft platforms had to manage not only the radio 
configuration but also the intermediate third party hardware 
such as the Improved Data Modem (IDM).  With the advent 
of software defined radio (SDR) waveforms such as Joint 
Tactical Radio System (JTRS), the intermediate modem is 
obsolete.  All messaging can occur through software 
(digitally) as the JTRS radio manages the physical 
connectivity to the global network.  In order to ensure 
message compatibility, the introduction of standards helps 
reduce integration difficulties.  Sharing common software 
mitigates the risk of incompatibility more than just using 
standards as a guide.  The greatest benefits of sharing 
common software are the increase of reliability and cost 
savings.  Common tools can be used to manage the message 
configuration and upgrades can be distributed with a high 
confidence that the system will be functional. 
 
Different aviation platforms may use different operating 
systems and hardware architectures.  Using ANSI standard 
libraries, open source parsers, and common programming 
languages such as C/C++, along with standard tools such as 
gnu C and C++ compilers, there is typically a minimal level 
of effort required to port the software between platforms.  
Portability is another advantage to a common approach 
using standard methods.  The OSGW has been ported not 
only to multiple end aviation platforms, but also to Sun, 
Linux, and Windows hosts, giving the ability to exercise the 
software using convenient debuggers and tools for 
integration development and testing.  Having the OSGW on 
a desktop computer allows system integrators to 
electronically share emulators which enables debugging over 
the internet or by sharing a distribution. 

 
The OSGW approach takes full advantage of IP radios and 
makes network messaging more organic with the aircraft.  
Figure 4 shows how the OSGW streamlines the radio 
interface compared to the legacy configuration.  Note the 
message data flow differences between the legacy 
implementation on the left and the OSGW approach on the 
right.  The color coding denotes how identical legacy 
functionality is redistributed to the OSGW approach. 
 
Open System Gateway (OSGW) Architecture 
To translate data between internal and external network 
domains, a limited database defining internal data structures 
and messaging techniques (typically proprietary) are 
required.  It was quickly learned when teaming with 
Rockwell Collins, a non-Boeing entity, that competition 
sensitive data definitions were restricted and not typically 
shared outside the hosting company.  To accommodate data 
restrictions, a software layer, Platform Interface Library 
(PIL), was added to exchange data between the target 
platform and the OSGW.  A standard application program 
interface (API) was agreed upon between Boeing-Mesa and 
Rockwell Collins for the CAAS implementation.  This 
approach allows each integrator to maintain their proprietary 
data while accessing common OSGW APIs.  The APIs allow 
the platform integrator to focus on what they do best while 
simplifying the OSGW integration.  Rockwell Collins and 
Boeing-Mesa were able to freely exchange software libraries 
while protecting sensitive information. 
 
Another caveat inherent to embedded aviation platforms is 
flight qualifying the Operational Flight Program (OFP).  
Once a rigorous set of software regression testing is 
completed to obtain a flight release, it is expensive and time 
consuming to modify the embedded software.  These added 
costs lead to a reluctance in making even small message  
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Figure 4: Contrast of Legacy and OSGW Messaging 

 
adjustments to the flight software.  During the integration 
period and in the event of implementing different aircraft 
configurations, it was quickly learned that a configuration 
file could be used to control the formatting of data between 
the aircraft and the external network.  The configuration file 
is contained in external non-volatile memory and is not 
considered part of the OFP, thus enabling the ability to make 
adjustments to accommodate the mission or experiment at 
hand.  The layered approach for the OSGW is shown in 
Figure 5. 
 

Figure 5: OSGW Layered Architecture 
 
Data that is transmitted over the global network interface can 
be developed as an Ethernet interface over copper wires but 
in the field, IP based radios are used to transport the data.  

FCS contains a middleware product called System of 
Systems Common Operating Environment (SOSCOE) that is 
based on a set of libraries that provide Information 
Technology (IT) services such as information assurance, 
quality of service, communication services, and discovery 
services.  These services are used to insure adequate 
bandwidth and overall network integrity.  The middleware is 
an optional layer that can be skipped depending on the 
implementation configuration.  The OSGW layer provides 
the ability to load a configuration file during initialization.  It 
contains network configuration information including IP 
address and port numbers, connection type definitions for 
external connections, internal message storage definitions, 
and network formatting rules that control the traffic going to 
the network.  Messages are formatted for transmission based 
on definitions in the configuration file that are either 
scheduled by a high resoution timer or by receipt of a 
message event to queue up for transmission.  The API layer 
defines the message formats that are received from the 
platform interface code.  Data native to the platform is 
managed by the Platform Interface Library (PIL) and 
formatted to the API definitions. 
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OSGW Multi-platform Demonstration 
Joint Effects Based Command and Control (JEBC2) is a 
proposed ground-based FCS command and control interface 
being developed by Boeing-Mesa.  During a recent JEBC2 
demonstration, two rotorcraft mission processor software 
architectures, NCORE and CAAS, were networked for the 
first time.  Both architecture configurations represented 
legitimate flying software configurations.  The CAAS 
architecture was an Armed Reconnaissance Helicopter 



(ARH) configuration for the demonstration but is also 
fielded on the Chinook rotorcraft.  The JEBC2 operation 
center platform monitored live Apache and ARH entity 
report data published at a 15 second periodic interval.  Entity 
report data contained information regarding current fuel 
quantity, ammunition, aircraft position, speed, etc.  The 
demonstration illustrated a joint mission where the ARH 

located a hostile threat and sent data to the JEBC2 platform.  
JEBC2 platform issued a fire command to the Apache that 
was able to return a fire report to the JEBC2 platform 
indicating a completed kill chain.  During the mission, the 
three network enabled platforms were also able to carry on a 
chat session to exchange near real-time text information.  
The demonstration configuration is shown in figure 6 below. 

 
Figure 6: JEBC2 Demonstration Configuration 

 
Tactical OSGW Scalability Demonstration 
The MCAP II program is participating in an upcoming FCS 
demonstration called Joint Expeditionary Forces Experiment 
2008 (JEFX08).  The Apache OSGW is being integrated 
with multiple digital network entities for this demonstration.  
The primary communications protocols are Cursor on Target 
(CoT), Key Length Variable (KLV) and binary telemetry 
data which will be received from an FCS micro air vehicle 
(MAV).  CoT message formats are an evolving Air Force 
standard intended to allow platforms to interoperate.  CoT 
data messages are a well defined set of XML messages 
being used by several different end users.  In the experiment, 
KLV will be used to pass positional data over Tactical 
Common Data Link (TCDL) as it was used for Tactical 
White Board (TWB) (Reference 3).  CoT messages are 
intended for communication to Ground Soldier Systems 
(GSS), FCS Battle Command (BC) and also for B-52 
communications, all of whom will be participating in the 
exercise.  CoT messages have the ability to communicate 
Situational Awareness (SA) data that identify location and 
status information for hostile, unknown, and friendly entities 
that are represented as red, yellow and blue map icons, 
respectively.  The Apache will transmit its own SA 
information at 5 second periodic intervals to the network 
while the GSS and BC will send out Red, Yellow, and Blue 

SA onto the network.  The Apache will overlay each SA 
icon onto the digital map so the crewmembers will see all 
identified entities participating in the exercise.  The Apache 
will be capable of receiving Call for Fire messages and 
completing an engagement sequence to demonstrate the 
messages that would be used in actual battlefield encounters.  
The MAV will send out telemetry data to communicate 
position and will also transmit a compressed video stream 
that can be simultaneously be viewed by BC and Apache 
crewmembers.  Telemetry data from the MAV will provide 
self-entity SA data and an indication of which sensor is 
being utilized.  An additional capability for a GSS or BC is 
to transmit an image request CoT message that identifies a 
3-D latitude, longitude, and altitude that the Apache can 
slave an image sensor to.  Once the Apache acquires the 
intended image on its display, a screen capture can be 
transmitted across the network and the GSS or BC requestor 
can view an aerial perspective of the target under 
discrimination.  The Apache will stream video and KLV 
data over a TCDL link.  The ground rover receiving the data 
can snap a single video frame and annotate the captured 
JPEG image using desktop PC drawing tools, giving a 
highlighted “John Madden” type communication that 
culminates in the uploading of the annotated image to the 
Apache.  The Apache crewmembers can see the marked up 



JPEG image on the cockpit displays and evaluate the 
intelligence information in near real-time. (Reference 3)  
 
With enhanced battle field awareness, a teaming decision 
can be made on how to best engage a target.  Each of the 
threads described above that involves SA and positioning 

data involves the services of the OSGW to either inject the 
appropriate command for displaying or queuing between the 
aircraft and available networks.  Figure 7 shows the 
messages that are exchanged between the Apache and 
external entities. 
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Figure 7: Messages by the OSGW 

 
Summary of Gateway 
Network centric communication is rapidly growing and 
maturing for battle field implementation.  The OSGW 
provides a bridge between embedded platforms and external 
networks.  It has been demonstrated that the OSGW can be 
ported to other platforms as was demonstrated by the Boeing 
Mesa/Rockwell Collins joint venture with Apache NCORE 
and ARH CAAS.  The layered OSA approach gives the 
OSGW the ability to adapt to multiple digital protocols, 
middleware, and network interfaces.  APIs give the ability 
for system integrators to utilize the OSGW features while 
maintaining the proprietary sensitivity of internal data and 
architectures.  Data published to the external network can be 
controlled and formatted by the use of a configuration file to 
allow changes to the network interface without affecting the 
OFP.  The configuration file enables the ability to tailor 
messages to match the hardware interfaces present on the 
aircraft assigned to a specific mission.  The OSGW is 
extensible and highly portable; it is not locked onto a 
specific platform, network interface or message protocol. 
 
 

CONCLUSIONS AND RECOMMENDATIONS 
The demonstrations and prototyping efforts described herein 
have resulted in the following insights: 
 

1. The MCAP II Apache Longbow asset and the NCORE 
prototype OSA continue to provide a vital capability 
that enables the hosting and testing of network centric 
technologies.  Once specific technologies are proven 
they can be easily transitioned into other architectures 
such as the Apache Block III, providing greatly 
enhanced capabilities to the warfighter. 

 
2. The progression of network technology has changed the 

communications architecture of modern avionics thus 
providing opportunities to enhance not only the mission 
capabilities of aircraft platforms but to enhance the 
ability to share common software. 

 
3. The sharing of common software reduces life-cycle 

costs and increase the reliability and network 
interoperability of Army platforms. 

 
4. An OSA layered approach allows for the integration of 

multiple external network interfaces. 
 
5. Using hardware with software-defined radio capabilities 

like JTRS allows for the implementation of legacy 
protocols by eliminating the requirement for third party 
hardware previously required to modulate data for radio 
transceiving. 



 
6. Configuration files are beneficial for tailoring 

transmitted data when used in experiments but 
additional work needs to be done for using 
configuration files for received data. 

 
7. Most rotorcraft platforms perform similar functions of 

displaying SA data and receiving Call For Fire requests.  
Defining a set of common APIs would enable incoming 
messages to be defined by a configuration file, thus 
allowing changes to incoming messages as missions and 
aircraft configurations change.  To date, configuration 
files have not been used for incoming data due to safety 
of flight concerns, but well defined and tested APIs 
would allow for configurable inputs. 

 
8. Dynamic message subscription is also envisioned to 

allow for remote diagnostics and systems monitoring.  
This capability will reduce crewstation workload and 
enhance the ability to determine the health and status of 
their platform. 

 
9. A common software interface can provide unbounded 

growth opportunities for bringing internet services and 
emerging technologies to the warfighter. 

 
ACKNOWLEDGMENTS 

 
The author acknowledges Ron Koontz as coach, mentor and 
reviewer of the OSGW paper along with teammates and 
peers for the endless hours of dedication and support of the 
OSGW integration: Ray Lopez, Michael Donnerstein, Will 
Levin, Robert Fisher, and Greg Dockter.  Acknowledgement 
of Linda Metzger and Alice Aubuchon for review and 
editing. 
 

REFERENCES 
1. Meeting Paper - Bob Speir, “Manned/Unmanned 

Common Architecture Program Phase II”, American 
Helicopter Society 62nd Annual Forum, Phoenix, AZ, 
May 2006. 

 
2. Meeting Paper – Ronald Koontz, “Apache Mission 

Processor Software Architecture:  Architectural 
Approaches”, American Helicopter Society 64th Annual 
Forum, Montreal, Canada, April 29-May 1, 2008. 

 
3. Meeting Paper - Bob Speir, “Streaming Video and 

Tactical White Board System on Apache using the 
Tactical Common Data Link”, American Helicopter 
Society 64th Annual Forum, Montreal, Canada, April 
29-May 1, 2008. 

 


	ABSTRACT
	INTRODUCTION(

