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ABSTRACT 

Modern warfare has increasingly evolved to include multiple variants of platforms and 
participants, including coalition partners, which are hosting and exchanging information 
spanning a wide range of classification/caveat/compartment levels. This has led to a 
difficult Multi-Level Security (MLS) challenge that must be addressed both 
technologically and operationally in order to effectively test and train modern warfighters. 
The ongoing modernization efforts and deployment of 5th generation platforms, such as 
the F-35, highlight the need to include Live, Virtual, and Constructive (LVC) within the 
modern training curriculum which exceeds the current capabilities of most existing 
solutions, resulting in the need for a cost effective solution to address the problem. In 
Australia, conception of the Core Simulation Capability (CsimC), pro-actively states 
future needs. In order to address needs such as this, Rockwell Collins has developed a 
layered solution for high-assurance MLS test, training, and LVC . The solution takes 
advantage of several Multiple Independent Levels of Security (MILS) technologies along 
with a focus on modularity and composability across the solution. This demonstrated and 
fielded architecture has led to a very efficient and flexible solution that is an ideal case 
study for layered assurance. 
 
 

1. INTRODUCTION 
In looking at the solution space to address modern test and 
training and LVC interoperability issues, it becomes apparent 
that range instrumentation is an ideal solution space to 
leverage the principles of layered assurance. This space 
includes significant security-related scope as well as safety 
issues which must be addressed. High assurance/robustness of 
the solution is critical to address these issues. However, cost 
and schedule viability are a serious consideration as with any 
modern military development effort. This paper describes a 
solution which is based on the principles of layered assurance 
and composability at multiple levels in the architecture. All of 
the elements described herein have completed their individual 
certification efforts (e.g. NSA Type 1, Common Criteria, etc.). 
The system-level solution is rapidly maturing and is in the 
process of completing accreditation as part of its fielding. 

2. OVERVIEW OF THE PROBLEM SPACE 

2.1 Testing 
Modern military ranges are testing with a variety of 

platforms that can each host and share information at a wide 
range of classification/caveat/compartment levels. For 
example 5th generation platforms (e.g. F-35) and 4th 
generation platforms (e.g. F-18) have communications links, 
weapons, and sensors that are processing data at different 
levels of security thus requiring different keys and 
infrastructure at the range to support tests with each platform. 

In addition, the humans working with and in these platforms 
also have limits on clearance and “need to know”. Multiple 
test missions may be simultaneously occurring at the range 
and different sets of personnel will be accessing different sets 
of the information which is flowing around the range on 
common infrastructure. 

2.2 LVC Training 
A typical LVC training scenario will include many of 

the following, each with different security levels and 
requirements for exchange: 

• 3rd, 4th, and 5th generation platforms 
• Unmanned Aerial Systems (UAS) 
• Air, Ground, and Navy Simulators 
• Simulators for other roles i.e. C4ISR and Joint 

Terminal Attack Controller (JTAC) 
• Real and Simulated Weapon Systems  

 
Datalinks and sensors also have a variety of performance 
parameters and capabilities which also span a number of 
classification levels; this is an extremely important 
consideration before F-35 aircraft can participate in integrated 
training. Add to that, the desire to interoperate with coalition 
partners and the requirements continue to expand. The current 
state of training exercises results in segregated information 
flows  that lead to a reduction in safety as well as training 
effectiveness by keeping necessary information from being 
shared between the participants who need it the most. 
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2.3 Common Problem 
All of this leads to the need for an MLS information exchange 
solution that enforces the operational security requirements, 
but enables testing and training to be performed efficiently 
and successfully. In order to test or train effectively in modern 
environments, one must be able to affordably control the flow 
of information among the players while ensuring that all 
information (which must be exchanged) is supported in a 
timely manner. In addition, the ranges often want a low 
impact scalable solution that supports system-high (at a 
single-level) through certified MLS operation. 

3. GUIDANCE FOR THE SOLUTION SPACE  
The following general guidelines have been developed as a 
means to bound the problem and direct the solution space 
toward scalable solutions that can be cost effectively 
implemented and technically useful for addressing the current 
test, training, and LVC functional requirements. 

Table 1: General MLS Guidelines 
Guideline 

Perform all data processing in the lowest possible (level/caveat) 
security enclave. 

Follow relevant Defense Information Systems Agency (DISA), 
National Security Agency (NSA), National Information 
Assurance Partnership (NIAP), and Department of Defense 
(DoD) services guidance documents for secure configuration of 
applications and devices in the MLS LVC environment. 

Where possible use a MILS-based approach to support Multiple 
Single Level (MSL) and MLS information processing. 

Where the MILS-based approach is insufficient and the MLS 
requirements do not drive spanning more than 2 levels (e.g. Top 
Secret-to-Secret (TS-S) or Secret-to-Unclassified (S-U)), use a 
traditional label-based MLS approach (nesting MLS within a 
MILS partition is also an option to reduce SWaP). 

MLS processing implementation should be scalable to support 
multiple system-high / single-level partitions with no cross 
domain information flow through all-way guarding between 
enclaves.  

Safety channel or allocation in the training range data link to 
support low latency high priority safety traffic. 

Utilize Black-side only training data link, as opposed to a data 
link that spans both Red and Black sides. 

Operational security mechanisms (non-technological 
processes) are an essential part of a comprehensive 
security solution. 
Ensure solution is capable of supporting operation at System-
High at a single-level through certified MLS operation with a 
single equipment set. 

 
Table 2 Cross Domain Solution (CDS) and Encryption 

Guidelines 
Guideline 

Bind classification/caveat/compartment labels to information. 

Include meta-data where possible on which element of a data item 
drives the classification label level. 

Utilize encryption systems that support CIK-less operation and 
remote ignition and key distribution/loading. 

Guideline 
Encryption system should support single channel and multi-
channel system-high operation with key agility and the ability to 
scale to support MLS with minimum impact to accreditation, 
thereby allowing customers to gradually transition to MLS. 

Encryption systems should not be the bottleneck for training data 
link throughput. Determine the aggregate throughput required for 
the training data link and size the encryption system to support 
that rate. 

Participant package should include MLS encryption capable of 
supporting recording storage and retrieval of relevant sensitive 
training exercise information (data-at-rest)  

Participant package should include MLS encryption capable of 
supporting communication of relevant sensitive training exercise 
information over-the-air (data-in-transit)  

Ground infrastructure to support MLS encryption capable of 
supporting communication of relevant sensitive training exercise 
information over-the-air (data-in-transit)  

Utilize MILS or MLS cryptographic systems which include 
support for a range of classification levels, caveats/compartments, 
and key agility. 

Utilize cross domain guards (transfer CDS) which support the 
“all-way” guarding function. 

Utilize cross domain guards (transfer CDS), virtual where 
possible, physical where not, to mediate cross domain information 
flow. 

Where possible use “access CDS” for MLS common operational 
picture when required. 

Label low information and utilize low overhead one-way data 
diodes to pass information from lower enclaves to all higher 
enclaves. 

Outside of traditional malware/virus and otherwise network 
attack-based detection avoid use of “smart” cross domain 
functions for low-to-high traffic flow. 

Leverage smart cross domain functions to perform high-to-low 
filtering and downgrading. 

Assume a minimum of three enclaves are needed, but ensure that 
the architecture supports the flexibility to address more when/if 
necessary. 

 

4. DETAILS OF THE SOLUTION 
Rockwell Collins has broken the solution down into several 
architectural elements which are targeted at providing a 
modular solution with an eye toward reusability across the 
ground infrastructure as well as airborne/mobile assets. The 
solution also takes advantage of previously evaluated 
elements which are composed in a layered manner to provide 
high assurance at the system level based on these underlying 
building blocks. For a typical test or training application, the 
system of systems can generally be divided into two parts:  
the ground-based elements (generally stationary), and the 
airborne or mobile elements. The airborne or mobile elements 
are usually attached to or installed in participant packages. 
These modular reusable elements have been packaged in a 
variety of form factors and can be re-packaged as needed to 
address a wide range of platforms. As shown in the next 
sections, we have demonstrated LVC and MILS capability for 
representative missions and the system and its components 
have been matured and are in production. 



  

4.1 Example Mission and Configuration 
The solution to address modern training and Live Virtual 

Constructive (LVC) interoperability issues indicates that 
implementing a layered assurance approach to range 
instrumentation is an ideal solution.  Such an implementation 
must be designed into the system from the beginning rather 
than applied as an afterthought.  This system security solution 
must include significant security-related functionality 
distributed across the system. High assurance/robustness of 
the solution is critical to address these issues. 

 
Figure 1 MILS Mission Configuration 

Additionally, the system was designed to be 
configurable. Flexible configuration adapts to multiple 
Concept of Operations (CONOPS), including secure, remote, 
initialization capability, flexible key management, 
configurable security policies, and detailed audit log use for 
security and fault reporting.  The configuration determines the 
flow of data, controlling who is allowed to view data as 
determined by mission, classification, and caveat.  The 
architecture includes configuration for all system components 
including ground stations and all participants.  While setup is 
more complex than the current systems due to security, 
increased number of participants, and the ability to operate 
multiple simultaneous missions, it is also secure, reliable, and 
efficient. This architectural flexibility allows for the 
integration of multiple missions and new players into existing 
training scenarios, such as using virtual F/A-18G Electronic 
Attack participants or E-7A Wedgetail Airborne Early 
Warning and Control systems, or integrating constructive 
threats enabling full command chain and weapon systems 
training by creating a seamless blend of LVC participants 
 

A field demonstration of this capability was 
performed in mid-2015, highlighting several key 
characteristics of the system design and LVC capability using 
equipment from the Common Range Integrated 
Instrumentation System (CRIIS) program and other Rockwell 
Collins assets highlighting the overall maturity of existing and 
potential system configurations.   
 

 
Figure 2 Multi-objective LVC training mission 

Shown in Figure 2, the LVC enabled system was 
used to complete three separate objectives in a single flight 
optimizing training value and flight hours. The included 
objectives were:  

1) A/A 2v2 – Air-to-Air combat with 2 blue and 2 red 
players made up of one live L-29 aircraft configured 
as an F/A-18 participant, one virtual F/A-18 wingman 
controlled from the Mission Reconfigurable Cockpit 
(MRC) simulator on the ground, and two virtual 
adversaries.  

2) A/G JTAC – Air-to-Ground Joint Terminal Attack 
Controller again with the live L-29 and virtual 
wingman, in addition to a live JTAC controller on the 
ground, targeting constructive targets designated by 
the JTAC.  

3) S/A Threat – The final objective of the mission was 
for the blue forces to demonstrate proficiency in 
missile defense maneuvering using a constructive 
pop-up surface to air missile threat.  
 

In this mission, one major benefit demonstrated by the LVC 
training was the injection of the S/A threat, allowing for an 
opportunistic training event and increasing the training (and 
threat) density. Ultimately, we see this architecture and LVC 
as key enablers to the “train-as-you-fight” needs and future 
integration of simulation or synthetic platforms while 
maintaining a secure data environment. 

4.2 System Architecture  
The LVC enabled test and training system of systems relies on 
several key air and ground components (Figure 3) to address 
the needs for a wide range of platforms. Our integrated 
training solution features: 

• Secure training system (5th to 4th generation) 
• 4-Channel NSA MILS Encryption 
• Networked real-time data 
• Open architecture and standards 
• User programmable/scalable 
• Supports 3rd party apps 
• NATO or Coalition participants 
• Integrates into existing system 
• Enables a virtual environment 
• Enables future growth 

 



  

 
Figure 3 System Components 

The various layers of security all work together to 
provide a cyber-hardened multi-level information processing, 
storage, transmission, and handling system for test and 
training/LVC applications. The system is unique in that it is 
one of the few systems in deployment and the only training 
sysem that is leveraging the MILS principles across-the-board 
to support trusted separation of multiple security levels, 
trusted labeling, trusted cross domain guarding both high-to-
low and low-to-high, trusted encryption and decryption, and 
trusted routing. As stated, the system was designed to support 
both single channel and multi-channel system-high operation 
and key agility to enable customers to transition toward MLS 
over time if desired. In addition to being very modular with 
open standards based interfaces, the system is designed to be 
highly configurable such that the processing, labeling, storage, 
I/O, encryption, and guarding elements are all boot-time 
configurable for the specific classification levels or cross 
domain flow policy assigned to them. Further, some of the 
configuration elements can be updated at run-time to address 
dynamic system reconfiguration requirements. All of these 
features and capabilities have been evaluated as part of the 
system accreditation and component certification efforts. 

Figure 4 below depicts the context for a participant 
instrumentation package sub-system. The primary information 
sources are from the host participant interfaces and the Time, 
Space, Position information (TSPI) provided by the included 
TSPI module. These interfaces of the host platform and the 
TSPI module directly connect to the PIM. The PIM hosts 
mission or training applications in partitions along with the 
guard and health/control partition as detailed in Figure 1. 
Information from the host participant is passed through the 
PIM interface into a partition based on the classification level 
of the information. The information is then processed and, if 
necessary, it is passed to the filter engine within the PIM for 
cross domain transfer. Otherwise, the information flows in its 
classification level “swim lane” between the PIM and the 
ECU. The PIM and ECU have “swim lanes” dedicated to 
individual security enclaves which are directly connected 
between them. The ECU is further detailed in Figure 2.  

 
Figure 4 Participant Sub-System 

At the ECU interfaces additional checks are performed 
for information integrity before the payload is encrypted and 
then passed to the Black side of the ECU where it is routed to 
the appropriate external interface based on an IP address. The 
ECU essentially provides a low overhead IP routing function 
with NSA Type 1 encrypted payloads through IP/Ethernet 
interfaces on the Red and Black sides. This implementation 
provides a very low overhead approach which is quite 
beneficial for over-the-air communications, leaving much 
more bandwidth available for the data versus alternative 
approaches such as SSL, IPsec, or HAIPE.  

The Black side Ethernet connections support 
communication through the high throughput datalink as well 
as Black side recording. The data is passed to the recorder for 
Data-At-Rest (DAR) storage on the UI-DRD or to the HT-DL 
for Data-In-Transit (DIT) communication with other 
participants in the network or the ground control sub-
system(s). The Black side recorder DAR capability supports 
hosting encrypted applications and configuration information 
for the modules within the instrumentation package.  

Additionally, the data can be flowed to the PTS for 
testing and configuration or to a portable debrief station as 
necessary, through an available third Ethernet port.  

Finally, the instrumentation package hosts a datalink 
which supports communication to/from other participants and 
any ground control systems. As discussed earlier, the datalink 
also has integrated Federal Information Processing System 
(FIPS) 140-2 certified (Type 3) encryption where sensitive but 
unclassified information is being communicated between 
participants and Type 1 encryption is not desired. 

Figure 5 below depicts the context for a ground control 
sub-system. The ground control system functions very similar 
to the participant instrumentation package sub-system. 
Communications with participants is performed via the 
datalink. 

 
 

 
Figure 5: Ground Control Sub-System (GCS) 

 
The information flow on the ground sub-system from the 

datalink network side is as follows. 
The RGS and DLC are utilized as part of the ground 

infrastructure to support a wide range of participants and 
datalinks communicating to multiple potential ground based 
entities across a very broad range. The datalink controller 
(DLC) fronts for one or more datalinks and routes encrypted 
data to/from the ECU via one of the Black side Ethernet 
interfaces. The ground ECU (being the same as the participant 
ECU) supports recording and playback of recorded 
information as well as encryption and decryption of 
application and configuration files for ground sub-system 
elements via the UI-DRD.  

The “swim lanes” between the ground guarding function 
and the ECU are identical to that of the Instrumentation 
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package. They are allocated to individual security enclaves as 
required for the application of the day. Enclave switches 
support connectivity to as many MMMDR-CDGs as needed 
to support the number of mission and/or debrief rooms and 
associated SCWs and MRDWs. 

If passed through the MMMDR-CDG, the information is 
processed by the label checking function and passed to the 
filter engine where the guard rules are applied to determine if 
the information is to be routed to the mission/debrief 
workstation. Of course, range level command and control 
information would be flowed to/from the SCW rather than the 
MDRW.  

Figure 6 below provides a context for the system in a 
typical test or training range application.   

 
Figure 6: System Diagram for Typical Application 
Figure 7 adds (to Figure 6) some key elements for a 

Live, Virtual, and Constructive (LVC) training application 
namely virtual participants, virtual Electronic Warfare (EW) 
elements, and constructive participants. In addition, 
supplemental weapon and threat simulations would be hosted 
at the appropriate classification levels within the various 
participant instrumentation packages. This may include 
hosting simulations at classification levels above that of the 
host platform. 

 
Figure 7: System Diagram for Typical LVC Training 

Application 

4.3 Airborne/Mobile Elements 

4.3.1. Element 1: MLS Participant Interface Module 
(PIM) 

The PIM is a Multi-Level MILS processing environment 
supporting configurable interfaces (Fibre Channel, 1553, 
Ethernet, Serial, etc.). The separation kernel is a Common 
Criteria Evaluation Assurance Level (EAL) 6+ certified MILS 
Real-Time Operating System (RTOS) that hosts the multiple 
single-level enclaves and a modular NSA-evaluated Cross 
Domain Guard (CDG) supporting TS-U information 
processing and flow control. The solution supports system-
high operation with single or multiple channels as well as 
certified MLS operation for military users who do not need 
MLS or only want a path to MLS in the future. The 
fundamental building block of this element is the processor 

board which is one of the key building blocks of the system 
and provides mandatory access control along with other 
security and information flow policy enforcement. As shown 
in Figure 8 below, the component is a MILS based 
implementation using a separation kernel to provide the 
separation policy enforcement. Independent of that, the Filter 
Engine adds another layer to the composable security policy 
enforcement providing the cross domain filtering. Finally, a 
labeler and label checking function (shown as the purple box 
with an “L”) provides the ability to bind labels to information 
packets within the system or check labels of packets. This 
module works synergistically with the End Cryptographic 
Unit (ECU) and the Multi-Channel MLS Mission/Debriefing 
Room Cross Domain Guard (MMMDR-CDG) to provide 
appropriate information flow policy enforcement at the 
system level. The enclave applications represent a range of 
options from processing of participant information from the 
host platform to execution of weapon or threat simulations. 
The Filter Engine enables information flow across the 
domains such as command/control, Built-In Test (BIT)/Status, 
Real-Time Kill Notification (RTKN), etc. One additional key 
aspect of this implementation is that all of the enclaves, as 
well as the guarding rules, are configurable in conjunction 
with the setup of the ECU. This benefits the user by providing 
a layer of flexibility that allows the same hardware and core 
software to support a wide range of both participant platforms 
as well as I/O interfaces which lowers total lifecycle cost. 
Each of the external interfaces is assigned to a partition 
(security level) based on the configuration. All of this 
capability is contained in a <1.1”x 3.5” x 6.0” package, 
making it easy to embed in a wide range of platform level 
packages, thus demonstrating that MLS can be packaged in a 
constrained form factor. 

 

Figure 8: PIM Architecture 

4.3.2. Element 2: Multi-Channel MLS NSA Type 1 End 
Cryptographic Unit (ECU) 

The ECU is a MILS-based multi-channel MLS 
encryption unit that abstracts the encryption from the datalink. 
This provides datalink-agnostic encryption at the IP 
networking layer. It operates much like an IP router. It also 
provides data-at-rest encryption for on board storage of 
mission data in support of post mission processing. In 
addition, the encryption unit also provides another layer of 
assurance for the labeling provided by the PIM by checking 
the labels for each channel against a pre-defined (at 
configuration time) table on a packet-by-packet basis. Thus, if 
an error occurs in the PIM, it will be detected at the ECU. The 
ECU supports single channel and multi-channel system-high 
operation with key agility along with the multi-channel MLS 
capability so customers can gradually transition to MLS if 
desired. The core of the ECU is the Janus encryption engine 
which is based on the Rockwell Collins Gemini Encryption 
Engine and the MILS certified AAMP7 hardware separation 
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kernel processor. These two devices provide MILS based 
MLS encryption that has completed NSA Type 1 certification 
supporting simultaneous key handling of TS and below 
(TSAB) key material, as well as simultaneous 
encryption/decryption of multiple differing classification 
levels (one in each channel). Five Red side and 3 Black side 
interfaces are included to support a variety of enclaves on the 
Red side and over the datalink, local encrypted storage on the 
Data Recorder Device (DRD), as well as a local wired 
connection for the Portable Test Set (PTS) or other wired test 
equipment on the Black side. All of this capability is 
contained in a <1.5” x 3.5” x 6.0” package which typically 
consumes 12W of power when using all channels. Figure 9 
depicts the ECU architecture highlighting the MILS approach 
and layered architecture. 

 
Figure 9: ECU Architecture 

4.3.3. Element 3: High-Throughput, Mobile Ad-Hoc 
Networking (MANET) Data-Link (HT-DL) 

The datalink network employs uplink, downlink, and 
peer-peer crosslink services with packet rates roughly 4 to 5 
times greater than legacy pod-based range instrumentation. 
Relay routes are self-forming, out to 4 hops. Manual routing 
can also be managed between user-selected nodes. Datalink 
range for a single-hop route is 100 nmi air-air, and 130 nmi 
air-ground. 

The datalink at 6.6 lbs. is miniaturized to roughly half 
the weight of existing equipment. The datalink is partitioned 
into a Transceiver Modem (TRM) module and a Power 
Amplifier (PA) module, measuring 6.6” and 11” in length, 
respectively, and each having a 3.5” x 1.4” cross section. 

The datalink can be configured to support built-in Type 
3 encryption for sensitive but unclassified operations. Because 
the Type 1 encryption is provided external to the datalink, the 
system is more modular to enable alternate datalinks to be 
utilized for specific applications or for easy upgrade of 
datalink functionality without requiring recertification with 
the NSA. 

4.3.4. Element 4: High Accuracy Time Space Position 
Information (HA-TSPI) 

Although not a part of the security functionality or 
layering of security, the TSPI is a critical element of any 
test/training system. The information feeds testing exercises 
as well as on-board weapon and threat simulations. Much like 
the datalink, by isolating this function to an independent 
element, the modularity, and composability of the system is 
enhanced. The HA-TSPI leverages the Rockwell Collins high 
accuracy miniature Selective Availability Anti-Spoofing 
Module (SAASM) GPS and state-of-the-art Inertial 

Measurement Unit (IMU) technology tightly coupled together 
to provide Real-Time Horizontal (x, y) and Vertical (z) 
position accuracy of 0.5 meters RMS, Real-Time Horizontal 
(x, y) and Vertical (z) velocity accuracy of 0.03 m/sec RMS, 
and Real-Time Attitude accuracy of 0.1 degrees RMS. 

4.3.5. Element 5: User Interface (UI) with high capacity 
Data Recorder Device (UI-DRD) 

The UI-DRD provides a modular UI which can support 
remote key loading and zeroization for encryption and GPS 
key material within the ECU and HA-TSPI as well as hosting 
a solid state storage media for mission data recording. The 
storage media is also able to store configuration data and files 
in addition to the over-the-air configuration option. 

4.4 Ground-Based Elements 
For the most part, all ground elements are 19” rack 

mounted units; however, significant module-level reuse is 
achieved based on the airborne elements. 

4.4.1. Element 1: Multi-Channel MLS 
Mission/Debriefing Room Cross Domain Guard 
(MMMDR-CDG)  

Based on the core processor and underlying Common 
Criteria (CC) EAL6+ RTOS and NSA evaluated CDG used in 
the PIM, the MMMDR-CDG includes a scalable, rack 
mounted version of the PIM which is configured to support 
the filtering of information for mission and exercise 
debriefing rooms. This filtering is currently based on 
classification level/caveat as well as mission number. Figure 
10 below depicts the software architecture for the MMMDR-
CDG. Significant commonality was achieved between the 
PIM and the MMMDR-CDG. 

In order to ease system testing and debug, the PIM and 
MMMDR-CDG can be directly connected thereby isolating 
the ECU’s and Datalinks from the infrastructure. In the same 
manner, the ECU’s can be directly connected on the Black 
side thereby isolating the datalinks from the infrastructure. 
The open and modular nature of this design approach enables 
much easier integration and testing. 

 
Figure 10: MMMDR-CDG Architecture 

4.4.2. Element 2: Multi-Channel MLS NSA Type 1 End 
Cryptographic Unit (ECU) 

This is an identical module as used in the airborne 
application which has been rack mounted and connected 
between the Data Link Controller and the MMMDR-CDG. 
Generally, in a ground based application, this device can also 
be used to perform over-the-air key distribution and rekey. It 
also supports two different modes: one mode where it can 
utilize a Crypto Ignition Key (CIK), and another where it 
supports CIK-less operation for remote participant ECUs 
based on over-the-air authentication to a CIK-ignited ECU. 



  

Generally this module performs the communication to/from 
the MMMDR-CDG and the ground-based array of datalinks. 

4.4.3. Element 3: Data Link Controller (DLC) 
The DLC is a commercial computing platform hosting 

software that enables management of both ground-based and 
participant package datalink modules, as well as datalink 
network, including information flow to and from ground and 
airborne nodes. Each DLC hosts an EAL4 certified OS and 
conforms to DISA Security Technical Implementation Guide 
(STIG) guidelines for cyber security. Thus they play a part in 
the security role of the layered security architecture. 

4.4.4. Element 4: System Controller Workstation (SCW) 
The SCW is a commercial computing platform hosting 

mission and participant management software, including 
configuration for ground and airborne elements, as well as key 
distribution. Each SCW hosts an EAL4 certified OS and 
conforms to DISA STIG guidelines for cyber security. Each is 
allocated a port on the MMMDR-CDG which filters range 
traffic to and from the SCW. The SCW generally operates in a 
“blind administration” mode (not typically accessing range 
participant traffic, but primarily focused on command and 
control functions that manage the range assets participating in 
exercises). The SCW also plays a part in the layered security 
architecture, as it is capable of managing encryption keys as 
well as performing other airborne/mobile and ground element 
configuration and control functions. 

4.4.5. Element 5: Mission/Debrief Room Workstation 
(MDRW) 

The MDRW is a commercial computing platform 
hosting mission management and debrief application 
software. Each MDRW hosts an EAL4 certified OS and 
conforms to DISA STIG guidelines for cyber security. Each is 
allocated a port on the MMMDR-CDG which filters range 
traffic (live, recorded playback or a hybrid). The MDRW also 
benefited from reuse of the functionality from the SCW which 
enabled cost and schedule efficiencies. The MDRW adds 
another independent layer of security to the system based on 
its isolation, independent configuration and management with 
respect to the other elements of the system. 

4.4.6. Element 6: Portable Test Set (PTS) 
The PTS is essentially a man-portable miniature ground 

sub-system capable of being carried around the range to 
support wired remote operations, as well as configuration, 
test, and debug of airborne equipment spread across the range 
locale. Each PTS includes a ruggedized laptop computer that 
hosts an EAL4 certified OS and conforms to DISA STIG 
guidelines for cyber security. The PTS also leverages some 
common software from the SCW and MDRW providing a 
cost effective functional and security implementation. 

4.4.7. Element 7: Remote Ground System (RGS) 
The RGS includes a datalink and an optional weather 

sensor, along with the ability to remotely power manage the 
RGS elements. One or more RGS datalinks are used to 
provide area coverage (diversity) for the ground-based DLC 
(Data Link Controller). The weather sensor augments 
accuracy when operating an RGS in a GPS-denied mode. 
Although not a significant security element, the RGS does 
provide a critical function in the ability to expand the reach of 
the ground-based systems when needed.   

4.4.8. Element 8: Range Gateways 
A variety of flexible computing and networking 

equipment and associated protocol translation and formatting 
software/firmware are also key elements of the range system 
to enable inter/intra-range operability and bridging to legacy 
systems. 

5. SUMMARY 
A layered approach to solving the MLS problems 

associated with modern test, training, and LVC issues has 
been described. This solution takes advantage of layering and 
abstraction with a focus on modularity and composability to 
enable cost effective implementation for a wide range of 
applications. The solution also takes advantage of several 
MILS building blocks to reduce Certification & Accreditation 
(C&A) cost, schedule, and risk. And, the solution supports a 
range of other modes of operation as needed by users (e.g. 
system-high, MSL, MLS). Finally, the solution described is 
not simply a proposed concept but is founded on Technology 
Readiness Level (TRL) 8+ products and technologies that 
have completed certification and accreditation through 
deployment for both domestic and international applications 
to solve MLS test, training, and LVC challenges. 

As referenced previously, the CRIIS program is the first 
instantiation of the Rockwell Collins secure architecture for 
MLS test, training, and LVC systems and has recently 
successfully completed its formal flight test program and 
production readiness review. 
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