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Abstract— This paper presents Ogranization and Control 
Proxy (OCP), a distributed network agent architecture for the 
optimization of heterogeneous MANET resources.  OCP manages 
spectrum allocation/de-confliction, spatial spectrum reuse, and 
the dynamic setup and management of multiple heterogeneous 
omni and directional data links.  OCP is a multi-tiered agent 
architecture and has been built and field-tested on multiple 
highly mobile military ad-hoc networks. OCP consists of a 
master agent with a single instantiation at each node, and 
multiple radio agents one for each waveform type a node has. 
This paper discusses the distributed agent details and an 
evaluation of its capabilities. Additionally, this paper describes 
how this distributed agent architecture creates the foundation for 
capabilities such as dynamic directional spectrum reuse and true 
heterogeneous networking. 

Keywords—Cognitive radios, MANET, distributed network 
agents, spectrum reuse, heterogeneous routing. 

I. INTRODUCTION 

With the deployment of different tactical IP MANET 
waveforms, the defense community is facing challenges in 
creating seamless communications between core networks and 
the MANET subnets as well as seamless communications 
between the different MANET technologies. Different 
solution approaches have been presented in the literature 
including the adoption of an open architecture approach 
adding Interface Control Design (ICD) requirements to each 
radio [1]. Other approaches [2-4] surveyed the evolving 
standarizations [5-6] and attempt to influence standardization 
committees to add router-to-radio interface capabilites 
including messaging protocols that can address heterogeneous  
tactical waveforms needs. These references point to the in-
adequance of established technologies such as Point-to-point-
protocol over Ethernet (PPPOE) [7] to meet all tactical 
requirements. Reference [8] addresses the specific case of 
tying layer 3 routing to multiple interfaces to different 
wavefomrs, which is of specific interest in our work. In this 
paper, a distributed multi-tiered network agent referred to as 
Organization Control Proxy (OCP) is presented. OCP 
addresses seamless communication needs between MANET 
nodes and subnets as well as the ability to interface the 
MANET to a backbone IP based network. The references 
mentioned above address getting statistics from the a 
radio/modem to the cipher text router. These statstics convey 
the waveform dynamic metrics to the upper layer. Protocols 
such as Dynamic Link Exchange Protocol (DLEP) [9] 
communicate a myriad of metrics to include link quality, 
bandwidth, and neighbor discovery. With DLEP, the radio 

communications with neighbors must be established before 
these metrics can be passed to layer 3. As such, the router 
can’t make routing decisons that include an underlaying 
waveform unless the radio links are established. One of the 
unique aspects of OCP is that we generalize the DLEP a step 
further by having the OCP master agent (higher tier agent) 
perform proactive sharing of the node’s radio capabilities over 
a “control plane” medium even when some of the availalble 
radio links are not in use.  The lower tier OCP agent (radio 
agent), which is instantiated for each radio capability on the 
node, is able to receive (via the master agent) location, status, 
capabilities, and resource utilization information from peer 
remote radios agents before link establishment and use this 
information to perform spectrum/resource deconfliction, link 
closure estmates, and bandwidth estimation. OCP ability to 
perform proactive sharing over different waveform/medium 
gives the cipher text router the ability to ascertain potential 
data rates to neighbors on each radio type prior to using 
resources on that radio.     

OCP has two tiers, a master agent with one instantiation at 
each node and radio agents with one instantiation per each 
waveform technology the node has. The master and radio 
agents are software solutions that can run across a wide 
variety of hardware and software platforms. Agents support 
both internal and external hosting, relative to their represented 
radio. The collection of protocols in the master agent and 
radio agents cognitively address needs such as cross-layer 
signaling between the radio and the node IP layer, offload data 
link negotiation, Terrestrial Geolocation Protocol (TGP) 
information dissemination, spectrum awareness / de-
confliction / spatial reuse, and dynamic resource management.  

OCP utilizes a control plane and creates the ability to 
dynamically acquire and release resources in real time based 
on user traffic demand and traffic priority. OCP adapts to 
increases and decreases in available bandwidth between 
nodes, node mobility, as well as other characteristics that 
dictate the ability to close waveform neighbor links. OCP has 
been designed to ease radio and network setup and operation. 
Through configurable parameters, the behavior of OCP can be 
adjusted to the deployment specifics and mission needs. For 
example, the update intervals can be made longer to consume 
less bandwidth or can be made shorter when the control plane 
bandwidth is available. OCP can also change the update 
interval based on a node’s real time mobility profile. For 
example, when nodes are moving faster, OCP decreases the 
interval between TGP updates. The use of TGP allows OCP to 



intelligently make decisions not only based on the local node’s 
mobility but also based on node neighborhood position 
awareness.  This allows OCP to intelligently control antenna 
steering allowing for capabilities such as dynamic 
directionality [10].   

OCP’s multilayer design makes it possible to implement 
cross-layer signaling between the radio and the IP layer with 
the radio agent monitoring radio statistics and link health, 
updating the master agent using a set of unified radio metrics 
[2]. The interface between the master agent and radio agent 
uses unified radio metrics regardless of the radio type to 
ensure equal weighting of the waveforms for true 
heterogeneous routing [11].  This also allows the radio agents 
to resort to other protocols (SNMP, CORBA, DLEP, etc.) to 
communicate with their respective radio/waveform if needed. 
This approach prevents driving requirements down into the 
radios and also ensures that OCP is compatible with the widest 
number of radio and waveform types. The OCP protocol suite 
has been designed as a generic software module and has been 
field tested with multiple military systems. Standard radio 
setup for past OCP deployments typically consists of a 
military ad-hoc mesh network, and a number of higher 
throughput point-to-point data links.  However, OCP does not 
require any specific waveform for either the control plane or 
offload data links.  

The rest of this paper will proceed as follows: Section II 
presents an overview of OCP; Section III presents some core 
signaling and negotiation aspects of OCP; Section IV 
evaluates the protocol and Section V is a summary. 

 
II. OCP OVERVIEW 

The Master Agent monitors the traffic flowing to remote 
nodes, and is responsible for starting, scaling, and stopping 
traffic flows to those remote nodes based on the information 
supplied by each radio agent in the node. Consider the 
following cases when we have a low bandwidth control plan 
waveform and one or more high bandwidth TDMA based 
waveforms which we refer to as offload data links: 

1- When data traffic to a neighbor node exceeds a user 
defined threshold, the master agent will allocate the 
required spectrum resources by asking a radio agent on 
one of the offload data links to create a flow to that node.    

2- When data traffic levels exceed the currently allocated 
bandwidth, the master agent will ask the radio agent to 
acquire more bandwidth via the offload data link agents. 
The current radio agent might adjust allocations, or the 
master agent might switch waveforms/radios as necessary 
to meet the traffic needs. 

3- If traffic levels go below the currently allocated levels, 
bandwidth over the offload datalinks will be reduced, 
releasing some of the spectrum resources.  

4- If traffic levels go below a threshold, the flow over the 
offload data link will be torn down, releasing all resources 
back to the network. 

It is important to note what we mean by “flow” in the 
above four cases. A flow is dictated by source and destination 
address, and Type-of-service (TOS). OCP utilizes a dynamic 
resource allocation protocol that reserves and releases 
bandwidth dynamically over the offload data links. OCP has 
been designed to work with a wide variety of offload data link 
waveform types and resource schemes (TDMA, FDMA, 
SPMA, etc.). However, in typical point-to-point offload links 
these resources are TDMA slots. In this scheme OCP keeps 
track of TDMA slots allocated from a shared pool. In case 1 
above, the radio agent will allocate a set of non-conflicting 
TDMA slots for a given TOS marking to the intended 
neighbor node, and report the capacity to the master agent. In 
case 2, acquiring more resources means the master agent asks 
the radio agent for more bandwidth, in order to increase the 
rate for the created flow over the offload datalink. The radio 
agent will attempt to allocate more TDMA slots from the 
shared pool. In cases where the radio agent cannot 
accommodate the newly-desired bandwidth, a different radio 
agent might be selected by the master agent.  In case 3 above, 
the master agent instructs the radio agent to release some of 
the reserved slots back to the shared pool. In case 4 above, the 
master agent releases all reserved slots back to the pool for a 
specific flow.   

OCP is designed to be independent of the dynamic slot 
allocation protocol itself. For example, if the Universal Slot 
Allocation Protocol (USAP) [12] is used with a specific 
waveform, USAP can be a plug-in module to the radio agent 
for that waveform to handle dynamic slot allocation. What 
OCP offers in this case, is the means to intelligently 
disseminate spectrum and slot allocation network wide, handle 
signaling between peer nodes, and initiating slot request and 
slot release leaving USAP to manage the TDMA slots pool. 

OCP is also tied to the routing table [11] such that 
dynamic resource allocation takes the assigned route into 
consideration. In [11], a priority-aware dynamic-routing 
protocol is discussed. This protocol runs as an extension to the 
Optimized Link State Routing (OLSR) protocol interfacing as 
with information from OCP to create a true heterogeneous 
radio aware routing capability.  

Figure 1 presents a high level view of the master and radio 
agent architecture. When a radio is powered up, it will be 
detected by its corresponding radio agent and the radio agent 
will register with the master agent. This registration will 
include the radio type, waveform type, IP interface address, 
spectrum awareness update intervals, TGP update intervals, 
and other radio information. The master agent will 
acknowledge this radio instantiation. This registration is 
periodically sent as a heartbeat ensuring master agent real-
time knowledge of the radio link availability. The registration 
and acknowledgement use UDP packets. In the absence of a 
radio agent heartbeat, the master agent resorts to backwards 



compatible standard protocols (e.g., standard routing with no 
dynamic resource allocation). Similarly, in the absence of an 
acknowledgement from the master agent, the radio agent 
deletes any active OCP created flows and resorts to an initial 
state of utilizing the waveforms lower layer protocol with no 
changes. 
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Figure 1: OCP Master Agent / Radio Agent architecture. 
 

In a steady-state moment, at a given node, the OCP master 
agent will be monitoring multiple sockets1  and exchanging 
information such as spectrum awareness and geolocation with 
other distributed master agents over the control plane.  The 
master agent monitors the bandwidth to each neighbor and 
requests capacity from various radio agents to accommodate 
that bandwidth.  A radio agent may notify the master agent if 
the requested bandwidth (socket size) can be met. While the 
flow is active, the master agent will be receiving heartbeat 
signals confirming the sockets stability. The master agent will 
respond to these notifications and may keep a steady state, 
create new dedicated data sockets for new neighbors or new 
TOS values, or modify the allocated resources of sockets 
through its radio agents. After OCP allocates bandwidth via a 
specific radio agent, the route is updated at the master agent to 
use the specified radio, and the drain rate for traffic through 
that corresponding MANET neighbor is modified to reflect the 
new socket allocation to that next hop. These signaling details 
are further expanded in the next section.  

Notice that OCP typically runs in the cipher text IP domain 
and thus has no knowledge if the packets are TCP or UDP or 
knowledge of what plain text IP session a packet belongs to 
[1]. OCPs definition of a flow is based on real-time measured 

                                                           
1 A socket defines the reserved bandwidth per-flow over the 
access media shared resources 

traffic demand over the next hop per each TOS marking.  OCP 
marks data traffic to be sent on an active socket with a flow 
identifier. This marking allows for specialized routing 
decisions to be made [11].  If no sockets exist to the next hop, 
the traffic will not have a flow identifier marked. All 
unmarked data traffic and all control traffic are routed over the 
control plane using the default/control route table.   

The OCP routing extension detailed in [11] creates an 
additional routing table for each active socket.  All data 
packets marked with a socket's flow identifier will be routed 
using the routing table for that active socket.  Each 'socket 
routing table' will have a single route in it with a next hop 
specifying which data link this traffic should follow through.  
For a radio agent on an IP based radio, the specified next hop 
can be the IP address of the corresponding local radio, or that 
of the remote master agent, depending on whether the chosen 
radio performs a bridging or routing function. For each radio 
type, the developed radio agent knows the operational modes 
of the radio, and maps neighboring nodes to the "next hop" 
correctly.   

The distributed OCP protocols support negotiation and 
conflict resolution techniques through radio agent to radio 
agent communications that are proxied through the master 
agents inter-node communication protocols. For example, 
when the master agent needs to acquire more bandwidth over 
a TDMA offload data link, this request is sent to the TDMA 
offload radio agent. The TDMA offload radio agent can use 
the master agent to proxy communications to its peer over the 
control plane. The destination master agent proxies the 
received request to the appropriate radio agent registered at 
the receiving node. 

III. OCP CORE SIGNALING AND NEGOTIATION 

In this section, we present some of OCP negotiation 
protocols using sequencing diagrams. OCP implementation 
includes many sequencing diagrams handling specific cases 
such as negotiation failure or a radio agent detecting a change 
in link status and initiating communications with its master 
agent to remedy the change. Here we present two sequence 
diagrams for the reader to get insight into the negotiation 
protocol aspects. Note that we refer to signaling between a 
master agent and its radio agents at the same node as intra-
OCP signaling and we refer to signaling between peer master 
agents as inter-OCP signaling.  

A. Socket creation sequencing diagram  

For low traffic demand, the control plane is used. As 
traffic demand increases or the control plane bandwidth (BW) 
resources diminish, OCP will attempt to offload traffic to 
another data link. It attempts to create a new socket as 
depicted in Figure 2.  

 

 



 
 

Figure 2: OCP socket creation sequencing diagram 
 

The master agent can query multiple radio agents for BW, 
select the lowest cost agent for the given destination (cost 
considers a number of factors such as waveform throughput, 
latency, spectrum availability, radio frequency (RF) footprint, 
etc.).  Once a radio agent is selected, socket creation is 
signaled to the radio agent and socket status is sent form the 
radio agent to the master agent. Notice that the radio agent 
(Radio agent 1 in Figure 2) is responsible for negotiating the 
socket details with its peer radio agent at the remote node and 
setting up a mapping to that socket (in this case a VLAN). A 
‘Socket ready’ message identifying the BW reserved for the 
specific flow is sent from the radio agent to the master agent 
allowing the master agent to setup the traffic mapping to that 
radio/socket (in this case the matching VLAN) and change the 
IP route table if needed.  

B. Data rate modification  sequencing diagram  

Figure 3 shows a more specific sequencing diagram by 
expanding out the “Negotiate Socket” portion of Figure 2. 
Please note that there exists a control plane waveform and a 
TDMA based waveform each with its own radio agent. Figure 
3 references the TDMA radio agent in node “A” as Radio 
Agent “X” and to the TDMA radio agent in node “B” as Radio 
Agent “Y”. The color coding in the figure denotes the flow 
going over the control plane radio versus the flow going over 
the TDMA waveform, as well as the master agent acting as 
proxy for the radio agents. The black arrows indicate intra-
OCP flow; the blue arrows indicate flow over the control 
plane; while the green arrows indicate flow over the TDMA 
waveform. The gray shading indicates the master agent acting 
as a proxy for the radio agent. 

 

Figure 3: OCP BW update sequencing diagram 

 

This sequencing diagram starts with Master Agent in 
node “A” requesting a bandwidth allocation from the radio 
agent corresponding to the TDMA waveform (Radio Agent 
“A”). Radio Agent “A” signals that this request is pending, 
while trying to negotiate the requested slots with its peer radio 
agent (Radio Agent “Y” in node “B”). Radio Agent “X” 
utilizes its master agent to proxy messaging over the control 
plane to Node B’s radio agent. One can see how the flow 
proposal and accept messages via radio agent proxy (RAP) 
messaging.  The “Receiver Ready Timer” is used to cancel a 
socket if the remote radio agent does not verify link closure.  
In this case, Node B Radio Agent “Y” verifies packet 
reception and signals this successful link closure with a 
“Receiver Ready” message to Radio Agent “X”.  Radio agent 
“X” then signals its master agent of update success. This may 
lead the master agent to update its routing table, after which 
traffic for this next hop is sent to the corresponding TDMA 
radio. Similar sequencing diagram to that in Figures 2 and 3 
are implemented to cover cases such as socket request failure 
and bandwidth negotiation failure, link closure failure, 
mobility or jammer-induced signal loss, etc.  Other signaling 
includes: 

1- The radio agent detects that more BW can be obtained 
over the same socket and communicates a socket ready 
signal to the master agent with attributes defining the 
available bandwidth.  

2- The radio agent detects that the available bandwidth has 
decreased and communicates a socket ready signal to the 
master agent defining the new available BW.  



3- The radio agent detects that the link can’t be closed and 
sends a socket termination signal to the master agent.  

The master agent has many responsibilities that translate to 
similar signaling diagrams including: 

1- Adjusting the drain rate to the next hop based on the 
socket available bandwidth.  

2- Adjusting the overhead values (Nominal Frame Size, 
Nominal Frame Overhead, Fixed Message Overhead), 
which are used to make BW calculations and accurately 
throttle traffic to each link layer. This calculation differs 
from one radio to another and differs for each mode for 
the same radio.  

3- Maintaining routing tables for each flow and policing 
traffic to the currently allocated capacity of the flow. 

4- Terminating an existing socket as the desired rate to that 
next hop drops below the specified threshold, and 
informing the radio agent so that link layer resources can 
be released.  

5‐ Maintaining up-to-date spectrum awareness and TGP 
databases through inter-OCP communications to allow 
local radio agents to track available resources associated 
with compatible OCP radio agents on remote nodes.   

It is important to note that the available resources on an 
established link can change due to mobility, link stability, and 
link quality.  For the cases where the radio agent learns new 
information about the link resources, the radio agent can 
inform the master agent about any changes.  One example of 
dynamically increasing link bandwidth would be when a data 
links radio agent switches to a lower FEC mode, increasing 
throughput at close range while using the same amount of 
spectrum resources.  An example of decreasing bandwidth is 
when the radio agent must switch to a higher FEC mode due 
to increased range or jamming. 

Spectrum reuse techniques and directional antenna 
controllers [5] rely heavily on the knowledge of GPS locations 
of all nodes in a given subnet or proximity of a geographical 
area. This makes distributing TGP information among the 
master agents of OCP a crucial aspect for utilization of 
directional offload data links. The TGP over the air update 
rate required by each Radio Agent is provided to the master 
agent upon registration.  The rate can be dynamic in which the 
master agent itself determines the update rate based on the 
mobility of the node, a fixed interval value specified in 
milliseconds, or an indication that it is disabled (meaning that 
the master agent does not need to advertise TGP for this radio 
agent). 

During link resource negotiation with a radio agent on 
another node, a radio agent on the local node might need the 
position of the remote node. In this case, the local radio agent 
may send a TGP Node Request message to the master agent. 
This message contains the destination node ID to which the 
link is being negotiated. The master agent responds with the 

remote node’s position. When new GPS information is 
received from the local GPS source the master agent sends a 
TGP Node Data message to all local radio agents as well as an 
update via inter-OCP messaging to remote nodes.  Radio 
agents can use those position updates to make adjustments to 
their current flow parameters (e.g. FEC mode) as necessary. 

 
IV. PROTOCOL EVALUATION 

The literature is rich with distributed protocols that allow 
MANET nodes to share resources dynamically [12-14]. What 
makes OCP unique is the following attributes: 

1- Using a control plan to allow exchanging link information 
before radio links are established.  

2- Developed as a series of modules and has the flexibility to 
use existing capabilities such as DLEP messaging or USAP 
in a radio agent if needed. 

3- Eases radio and network setup by greatly minimizing the 
number of configurations an end user must control. This 
allows the heterogeneous network to be morphed to the 
unique scenario needs while OCP dynamically manages the 
configuration of links and radios.  

4- Ability to connect heterogeneous networks seamlessly 
through intelligent radio agents. Radio agents can be 
developed easily for new waveforms and can use any 
number of interfaces to those waveforms.  Once developed 
OCP can intelligently setup and manage the routing 
between these networks. 

5- Use of intelligent data dissemination techniques to greatly 
reduce the amount of network management overhead. This 
is done by sending only new information to neighbor 
nodes, using unique sequence numbers to ensure that nodes 
are in sync.  If one or more neighbors are out of sync 
updates can be sent either unicast or multicast to reduce 
overhead depending on the data link.  

6- Other protocols, such as position awareness, directional and 
dynamic spectrum reuse, and antenna control can 
piggyback on existing OCP messaging. Allowing OCP to 
intelligently manage these updates increasing the 
bandwidth efficiency of these distributed protocols.  

7- Provides intelligent network-wide spectrum allocation and 
de-confliction. 

8- Radio agents continuously monitor link health and update 
the master agent with unified metrics allowing the master 
agent to make intelligent routing decisions ensuring user 
traffic reliability. 

9- Extensible architecture allowing the incorporation of other 
radio, sensor, or network information.  Additionally, OCP 
has an open interface for other applications to query 
allowing the development of systems such as [10]&[11].  



V. SUMMARY 

This paper presented an architecture for intelligently 
managing spectrum resources, spatial spectrum reuse, position 
awareness, antenna control, and the dynamic establishment and 
maintenance of data links. This architecture utilizes a 
distributed multi-tiered agent to allow for easy incorporation of 
new waveforms and MANETs.  

By utilizing a two-tiered approach OCP is able to maintain 
an internally consistent set of metrics while easily integrating 
with existing radio systems. By utilizing radio agents the 
system is able to interface with radios using any number of 
different protocols (SNMP, CORBA, DLEP, etc.), eliminating 
the difficulty of enforcing standard radio-to-router interfaces 
on legacy systems. These radio agents also provide a set of 
unified metrics and control back to the distributed master 
agents allowing them to intelligently and dynamically optimize 
waveform resources network wide. 

The paper also discussed an overview of the OCP protocol 
showing sequencing diagrams covering some of the protocols 
critical signaling. The paper also showed how these 
heterogeneous distributed agents can create the foundation to 
implement many of today’s tactical MANET needs such as 
dynamic spectrum reuse, directional antennas, spectrum 
allocation and de-confliction, and reactive routing protocols.  
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