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Abstract 
There is a proliferation of mobile devices such 

as cellular handsets, tablet computers and portable 
computers used on-board aircraft by both passengers 
and crew members.  This paper focuses on the use of 
such devices by pilots.  While it is recognized that 
mobile devices can provide operational benefits to 
pilots, such as improved productivity and situational 
awareness, there are human factor, operational, 
architectural, and certification aspects to consider 
when using these devices in the cockpit.  The 
introduction of interfaces between the mobile device 
and the avionics, including wired and wireless 
interfaces, also raise cyber security considerations 
related to data integrity, spoofing, jamming, and 
information access. 

This paper explores these issues through six use 
cases that progressively illustrate increasing 
functionality for the pilot and increasing data 
exchange between the mobile device and the 
avionics.  Each use case is analyzed to identify the 
human factor, operational, architectural, and cyber 
security issues that must be addressed by the design 
implementation, operational procedures and 
limitations, and training. 

This paper presents a case for which cockpit 
information functions are acceptable to implement 
using mobile devices and which should be avoided 
due to operational, data integrity or cyber security 
concerns. 

The paper notes mobile devices are used both on 
and off the aircraft and often connect to off-aircraft 
open networks such as the Internet.  This poses 
challenges for configuration control and cyber 
security of the information stored and processed on 
the mobile device.  The paper also examines the 
impact of, and mitigations for, using commercial 
grade mobile devices in the cockpit that do not meet 
established avionics design assurance levels. 

This paper provides an overall context diagram 
for the discussions and a definition of the network 
domains and data flow directions.  The overall 
context diagram utilizes the industry accepted 
information domains of: the Aircraft Control Domain 
(ACD) which provides guidance and control related 
to the continued safe flight during all flight phases 
including taxi, takeoff, and landing; the Aircraft (or 
Airline) Information Services Domain (AISD) which 
provides airline or operator administrative and non-
safety related airline/operator communications; and 
the Passenger Information and Entertainment 
Services Domain (PIESD) which provides passenger 
entertainment and network services.   

The focus of this paper is on professionally 
flown and operated airplanes, including business, 
regional, and air transport operations, however, the 
results of this paper may be applicable to other 
categories.  Consideration is given to single and 
multi-pilot operations. 

Introduction and Context 
Mobile devices are being used by professional 

flight crews in the cockpit.  While it is recognized 
that mobile devices can improve pilot productivity 
and improve situational awareness, there are human 
factor, operational, architectural, and certification 
elements to consider when using these devices in the 
cockpit.  Further, the introduction of data interfaces, 
including wired and wireless interfaces, raises cyber 
security considerations related to data integrity, 
spoofing, malware, and information access. 

For purposes of this paper, the portable 
electronic devices of interest are those that are used 
by the pilot or maintenance personnel when in the 
cockpit and which can display, store, process, and 
transmit electronic information and, in many cases, 
connect to external networks such as cellular or Wi-
Fi, depending on signal availability in the cockpit.  
Examples of these devices include: 
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• Smart phones 

• Tablet computers 

• Laptop computers 

There is an important distinction the between 
portable electronic devices (the subject of this paper) 
and installed devices such as the Class 3 Electronic 
Flight Bags (EFB) defined in Federal Aviation 
Administration (FAA) Advisory Circular 120-76C 
[1].  Installed devices must meet the applicable air 
worthiness regulations for installed equipment and 
are therefore subject to rigorous type and 
supplemental type design certification processes.   

Portable electronic devices, on the other hand, 
are not typically subject to any design, production, or 
installation approvals for the device itself.  This 
distinction puts more responsibility on the operator 
and the operator’s principle inspectors for the safe 
and effective use of portable devices. 

While still considered portable, a mobile device 
can be mounted to the aircraft, as long they are easily 
removable, and they can be connected to aircraft 
power and data [1].  In these installations, the 
mounting provisions and the data interface provisions 
are considered installed equipment and are subject to 
airworthiness regulations [2]. 

Data Connectivity Context 
For this paper, we will examine three data 

connectivity contexts for mobile devices: 

1. The mobile device does not exchange 
data in either direction with airplane 
systems 

2. The mobile device only reads data from 
the airplane systems 

3. The mobile device reads data from and 
writes data to the airplane systems 

Figure 1 provides an overall context diagram for 
the discussions and illustrates the data flow 
directions.  The data flow directions are defined with 
respect to the airplane systems: 

• Read = the data flows from airplane 
systems to the mobile device 

• Write = the data flows from the mobile 
device to the airplane systems 

Power

Airplane 
Systems

Mobile
Device

Cellular or WiFi
Networks

Data Out  “Read”

Data In  “Write”

 

Figure 1. Mobile Device Context Diagram 

The data interface implementation may be wired 
or wireless.  In cases where the mobile device 
exchanges data with aircraft systems, the data 
interfaces must ensure the data connections required 
by the mobile device and its software applications 
have no adverse effects on the aircraft systems, as 
stated in Paragraph 5c of reference [2]: 

“All EFBs using data connectivity provisions to 
aircraft systems must incorporate an interface 
protection device (e.g., physical partitioning, read-
only access, etc.) to ensure data connection required 
by the device, and its software applications, have no 
adverse effects on other aircraft systems, including 
installed antennas, installed data servers, data 
storage devices, and memory. EFBs having data 
connectivity to aircraft systems; either wired or 
wireless, may read or transmit data to and from 
aircraft systems, provided the connection and 
interface protection device is incorporated into the 
aircraft type design.” [2] 

The diagram uses dotted lines to show some 
mobile devices may have a power connection to the 
airplane and some mobile devices may have cellular / 
Wi-Fi interfaces to external networks.  If the airplane 
system provides power to the mobile device for 
charging or operation, that power source must be 
properly conditioned per the mobile device charging 
requirements and must include protection from faults 
(protection elements shown as a small box on the 
power output in the diagram) [2]. 
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Airplane Systems Context 
As used in this paper, the term airplane system 

refers to any of the installed electronic systems on the 
airplane.  These can include flight deck and cabin 
systems.  Driven by the increasing use of data 
networks on airplanes, the aviation industry has 
defined aircraft data network domains [3] as: 

• Aircraft Control Domain 

• Airline Information Services Domain 

• Passenger Information and Entertainment 
Services Domain 

These domains are shown in Figure 2.  A 
domain for passenger owned devices is sometimes 
defined, but passenger owned devices are not 
addressed in this paper. 
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Figure 2. Aircraft Information Domains 

The Aircraft Control Domain (ACD) provides 
guidance and control related to the continued safe 
flight during all flight phases including taxi, takeoff, 
and landing. The ACD consists of the airplane 
electronic systems, equipment, instruments, 
networks, servers, software and hardware 
components, databases, etc., which are part of the 
type design of the airplane and are installed in the 
airplane to enable the safe operation of the aircraft. 

The ACD may connect to external networks for 
safety services.  Generally these external safety 
service networks are managed or authorized by the 
applicable aviation authorities, however, additional 
on-board equipment and procedural mitigations may 
be needed to ensure safe operation. 

The Aircraft (or Airline) Information Services 
Domain (AISD) provides airline or operator 
administrative and non-safety related airline/operator 
communications.  The AISD generally consists of 
functions, which are managed or controlled by the 
operator (e.g., administrative functions, maintenance, 
cabin support functions, etc.).  The AISD may 
include connectivity to an Airline Operations Center 
(AOC) or dispatch service via Aircraft 
Communication via a service such Aircraft 
Communication Addressing and Reporting Systems 
(ACARS). 

The Passenger Information and Entertainment 
Services Domain (PIESD) provides information, 
entertainment and communications services directly 
to passengers.  The PIESD may include connectivity 
to off-airplane non-safety related networks to provide 
passenger (and crew) access to the Internet, email, 
television, and other data services.   

With these data flow and network domain 
contexts established, we can now proceed with 
examining each of the three major data flow contexts. 

Data Flow Context 1 – No Data Flow In 
Either Direction  

We start with the simplest scenario:   a mobile 
device used in the cockpit, but with no data 
connectivity to the airplane systems.  While simple 
from an integration perspective, such systems have 
proven their value to operators by hosting functions 
such as electronic manuals, electronic charts, 
performance calculations, and logbooks.  

Figure 3 illustrates the data flow diagram for this 
context.  While there is no data flow between the 
mobile device and the airplane systems, the mobile 
device must still meet basic requirements to be used 
in the flight deck, especially when used in flight: 

• Mounting: The flight crew may mount a 
mobile device in the flight deck as long as 
it is easily removable.  The mount itself 
may be subject to airworthiness approval.  
When mounted, the device must not 
impede egress (normal and emergency) or 
access to instruments and controls [2]. 

• Viewability:  A mobile device may be 
used in all phases of flight if suitably 

 
3B3-3



 

 

mounted such that the device is 
controllable and viewable by the pilot 
while seated [2].   

• Non-interference with flight controls:  The 
mobile device must not physically 
interfere with the operation of the 
airplane’s equipment, in particular, the 
pilot controls (column / yoke, side-stick, 
throttle, trim controls, etc.) [2]. 

Power

Airplane 
Systems

Mobile
Device

Cellular or WiFi
Networks

 

Figure 3. No Data Connection to Airplane Systems 

In addition to the mechanical requirements noted 
above, the operation, malfunction, or failure of the 
mobile device must not interfere with installed 
aircraft systems.  In this context, even though the 
mobile device does not have a data connection to 
installed aircraft systems, radiated electromagnetic 
emissions from the device and power malfunctions (if 
connected to airplane power) could potentially 
interfere with installed systems.   

Mobile devices that have cellular and / or Wi-Fi 
capabilities are considered transmitting portable 
electronic devices (T-PED) [1].  The operator must 
show such transmissions do not interfere with the 
operation of the installed aircraft systems, 
particularly if the device is used in critical phases of 
flight [1].  

It is the responsibility of the operator to 
demonstrate compliance to the applicable regulations 
and obtain operational approval to use the mobile 
device [1].  Operators should determine non-
interference and operational suitability with existing 
aircraft systems for all flight phases for which the 

mobile device will be used and ensure that the system 
performs the intended functions. 

Once non-interference and intended function are 
demonstrated, changes to the mobile device hardware 
and software configuration may require re-test to re-
validate continued compliance.  Many mobile devices 
receive automatic updates to their operating software 
and applications.   When used as Electronic Flight 
Bags, the operator must maintain version control over 
the operating system, application programs, and the 
make / model of the device [1].  Even if the device 
does not connect to off-board networks when in the 
cockpit, the device may be connected when taken off-
board.  If automatic data updates are allowed to occur 
off-board, the device may become out of conformity 
when next used in an aircraft. 

As shown in Figure 3, when in the cockpit, 
mobile devices may have the ability to connect to 
wireless off-board networks such as cellular or Wi-
Fi.  Two use cases are considered in the following:  
1) no connection to off-board networks and 2) a 
connection to off-board networks. 

Use Case 1 – Mobile Device Not Connected to 
an External Network 

In this Use Case, the mobile device is used as a 
standalone device with no data connectivity to the 
airplane systems or to any external networks.  This 
use case may result if the device has no such built-in 
connectivity capability, no external networks are 
available, or the device’s wireless transmitters are 
turned off (e.g., “airplane mode”).  

Prior to flight, a mobile device may collect 
information away from the aircraft (e.g. flight 
dispatch, on-line flight planning, charts, etc.), 
including hand-entered data.  The mobile device is 
then taken onto the aircraft to be used as a pilot aid or 
advisory.  In the cockpit, the device is not connected 
to aircraft data or to external networks. This 
establishes an “entry” level of necessary security and 
may only require a password for information access 
to the mobile device. 

From a human factors perspective, there are 
three major considerations to be addressed in this use 
case:  1) Ergonomics,  2) Workload, and 3) 
Distraction.  These considerations also apply to all 
the use cases presented later in this paper.  Further, 
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these considerations take on even greater significance 
in airplanes operated by a single pilot, where a 
mobile device has both the potential to assist the 
single pilot manage workload, but also has the 
potential to distract or mis-lead the pilot if not 
properly used. 

Ergonomics 
Whether mounted or hand-held, the mobile 

device must be viewable and its controls reachable by 
the pilot when in use.  If unmounted, the device must 
be properly stowed in critical phases of flight.  When 
properly mounted, the device may be used in all 
phases of flight.  In addition to access and reach, the 
device’s display should be bright enough to be used 
in sunny day conditions and dimmable enough to not 
interfere with the pilot’s night vision accommodation.  
The screen should not cause distracting reflections.  
Flight testing in day and night conditions is an 
acceptable method to show compliance [2]. 

Workload 
Mobile devices are intended to improve pilot 

productivity and situation awareness, therefore 
careful attention to the design of the applications is 
required to not thwart these objectives.  Accessing 
the device, turning it on, managing the display, and 
accessing the applications should not unduly increase 
workload and heads down time in the cockpit.  An 
assessment of incremental crew workload should be 
conducted in simulated or actual aircraft operations, 
particularly if the mobile device is used during 
critical phases of flight [1]. 

As with any electronic device, mobile devices 
introduce the possibility of erroneous data, 
misleading data, and function unavailability.  
Because consumer-grade mobile devices do not have 
regulatory design, production, or installation 
approval, the applications hosted should be limited to 
those having a “minor” failure effect [1].  Even so, 
the design of the applications should adhere to good 
human machine interface design guidelines to reduce 
workload and mitigate the effects of human and 
machine errors. It is recommended the information 
presented on the mobile device should be consistent 
with aviation standards, for example, the display 
characteristics listed in [2 and 4].   

Distraction 
As when operating any vehicle, “flying while 

distracted” must be avoided.  Because many airplanes 
in use today were not designed or initially certified 
with mobile device usage in the cockpit, it is 
especially important for the operator to ensure the 
presence of a mobile device in the cockpit does not 
distract the pilot from their flying duties, especially in 
critical phases of flight and while taxiing.   

Recognizing the issue of distraction, the FAA 
implemented a recent amendment to the rules 
governing air transport operations restricting what 
applications may be used on a portable device during 
flight: 

14 CFR 121.542(d) During all flight time as 
defined in 14 CFR 1.1, no flight crewmember may 
use, nor may any pilot in command permit the use of, 
a personal wireless communications device (as 
defined in 49 U.S.C. 44732(d)) or laptop computer 
while at a flight crewmember duty station unless the 
purpose is directly related to operation of the 
aircraft, or for emergency, safety-related, or 
employment-related communications, in accordance 
with air carrier procedures approved by the 
Administrator.  [5] 

While the above rule applies specifically to air 
carrier operations, these guidelines should be 
considered good practice in any cockpit. 

Within this use case, three currently popular 
applications illustrate some key issues that should be 
addressed: 

Aeronautical Charts 
The display of aeronautical charts on a mobile 

device is an example of using pre-composed data 
stored in the device.  Many operators have adopted 
electronic charts based on the benefits of weight 
reduction and ease of updating the chart data.  If the 
electronic charts are intended to be used in all phases 
of flight, the mounting and ergonomic issues 
mentioned above must be addressed.  The access and 
presentation of the electronic charts should not 
increase workload, hence the level of information and 
display format should be similar to the paper charts 
familiar to the crew.  If the operator wishes to go 
“paperless”, a secondary or backup source is needed 
for the required aeronautical information [1].  The 
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backup may be traditional paper or some other 
electronic display.   

If using an electronic means for backup, such as 
another mobile device, the operator should consider 
the reliability (including power source) of the backup 
source and the potential for single failures or 
common mode errors that could cause the loss of 
both primary and backup required electronic 
information.  Such an event was reported to have 
occurred to an air carrier in April 2015 when a 
“glitch” in a mobile device software application 
forced delays of some flights. [6] 

Weather Information 
Weather data gathered by in the mobile device 

off-aircraft and then carried into the cockpit for use in 
flight can augment the pilots overall weather situation 
awareness, but such weather sources must be used 
with caution and should not be used to make tactical 
weather avoidance decisions.  Questions that must be 
addressed are:  Was the weather data gathered from a 
reliable (and approved) aviation weather source?  
How latent was the data when it was gathered…and 
is the data latency updated and indicated to the pilot 
as the data ages?  Is the weather data applicable to 
route and altitudes to be flown? 

Weight and Balance 
Weight and Balance information can be 

presented on a mobile device in two ways:  1) pre-
composed tables and graphs, and 2) algorithms.  In 
the former method, the mobile device must 
accurately replicate the information of the printed 
document being replaced.   In the latter (algorithmic) 
method, the mobile device application software that 
performs the calculations must be validated prior to 
operational use [1]. 

Use Case 2 – Mobile Device Connected to an 
External Network 

Some mobile devices may be able to connect to 
off-airplane networks such as cellular or Wi-Fi.  
Building upon Use Case 1, now add the capability for 
the mobile device to connect to an off-aircraft 
network (e.g. the Internet, local dispatch network, 
etc.) while in the airplane.  Such connectivity may be 
provided by, for example, wireless access points 
available when on ground or in the air via 
commercial networks provided for the passengers.   

An additional level of security may be required 
for attaching the mobile device to external networks 
(e.g., login credentials) which has the advantage of 
requiring positive action by the pilot to establish the 
connection.  It should be noted, however, that some 
consumer mobile devices may automatically connect 
to previously joined networks (e.g., Apple iPad Auto 
Join).  The pilot should be aware of such connections 
and may need to change the device settings to disable 
such automatic connections.   

Allowing connection to external networks raises 
concerns about database and application software 
updates occurring while in the cockpit and thus 
compromising the operator’s administrative control 
of the device.  It is common practice for consumer 
devices to have application and operating system 
updates ‘pushed” to the device when connected to the 
Internet.  These updates may violate the 
administrative controls required by reference [1] or 
may cause the device to be out of compliance with 
the operator’s mobile device specification 
documents.  Connection to open world networks also 
exposes the mobile device to cyber security attacks 
that may affect the integrity of mobile device 
databases and application software. 

Weather and aeronautical information such as 
meteorology information (MET) and Aeronautical 
Information Service (AIS) products should be 
advisory use only.  Even if these uplink products are 
updated while in air via the external network 
connections, the source data is still latent and may be 
past its time of applicability.  Uplink weather data 
should not be used for tactical weather avoidance and 
is no substitute for the real-time weather situation 
provided an on-board weather radar. 

Some mobile devices are now available with 
built-in or accessory GPS sensors.  Such unapproved 
position sources should not be used to display own-
ship position on electronic charts or maps, especially 
when in air.  The FAA, for example, excludes the use 
of ownship position indications on a mobile device 
when in-air or when on the ground at greater than 80 
kts ground speed [1].  It is recommended the mobile 
device use an approved GNSS position source, 
however, in this use case since there is no 
connectivity to the airplane systems, a portable 
GNSS source may be used “pending successful 
evaluation of the application software for operational 
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suitability and must be tested and proven accurate by 
the applicant….” [1]. 

 

Data Flow Context 2 – Mobile Device 
Reads Data from Airplane Systems  

In this data flow context, the mobile device 
receives data from the on-board systems.  The data 
may be obtained via wired or wireless methods, 
however, the data flows in only one direction:  from 
the airplane system to the mobile device.  Even 
though data flows in only one direction, means must 
be provided to protect the airplane systems from any 
adverse effects from the data connection to the 
mobile device.   

Figure 4 provides the context diagram for this 
data flow context.  The mobile device exchanges data 
with aircraft systems via data connectivity provisions 
to ensure the data connections required by the mobile 
device and its software applications have no adverse 
effects on the aircraft systems.   

Power

Airplane 
Systems

Mobile
Device

Cellular or WiFi
Networks

Data Out

 

Figure 4. Mobile Device Reads Data from 
Airplane Systems 

In Figure 4, the data protection mechanism is 
indicated by the “brick wall” symbol shown inside 
the Airplane Systems block.  Such protection may be 
implemented as a standalone Aircraft Interface 
Device (AID), as an integrated component within an 
airplane system, or some combination of both 
methods.  In a ‘read only” data flow context, the key 
functions provided by the data protection mechanism 
include: 

• Physical protection – the physical data 
interface must provide protection of the 
installed avionics from the mobile device 
and the external environment [2].  In the 
case of wired interfaces, this includes 
protection from wire shorts or over-
voltages caused by faults in the interface 
or the mobile device, other devices that 
may contact the wires, or the 
electromagnetic environment (e.g. high 
intensity radiated fields and lightning).  In 
the case of a wireless connection, the 
receiver / transmitter must provide the 
same level of protection, particularly with 
respect to electromagnetic interference.  

• Data direction – the data interface 
provisions must ensure the data flows in 
only one direction (from the airplane 
systems to the mobile device) [2].  This 
directional “policing” should be allocated 
to the installed data interface provisions 
since the mobile device cannot be trusted 
to ensure data flow in only one direction.  
In cases where the data protocols require 
handshaking, the data interface must 
isolate the handshaking signals from the 
rest of the airplane systems. 

• Data filtering – in some systems, it may be 
necessary to limit the data provided to the 
mobile device for business, security, or 
other reasons.  In these cases, the data 
interface device may employ data filtering 
methods to ensure only authorized data is 
made available to the external interface. 

In the “read-only” data flow context, the mobile 
device can use the airplane data in two major ways  
1) for data storage only, and 2) for data storage and 
for display of the read (and possibly processed) data. 

Use Case 3 – Mobile Device Reads Data From 
Avionics for Storage Only 

Building on Use Case 2 the mobile platform 
now receives data from the installed/certified 
avionics on-board the aircraft.  This establishes a 
need for a “firewall” between the certified avionics 
and the mobile platform to protect the installed 
equipment and isolate the ability to “extract” 
information from the on-board systems.  The avionics 
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may condition the data output by, for example, phase 
of flight.   

In this use case, the mobile device can perform 
functions such as: 

• Automatic logging of trip data 

• Recording of flight operations quality 
assessment (FOQA) data 

• Recording of airplane and engine 
performance data 

• Recording of maintenance data 

• Recording of event driven data  

Since in this use case the pilot does not use the 
recorded data while in flight, some of the workload 
and data usage considerations discussed in the earlier 
use cases are reduced.  Remaining issues to be 
addressed include setting of the various data 
recording functions, handling of data error and 
overflow situations, and the integrity and 
configuration control of the recorded data.  For EFB 
functions, the operator should demonstrate the mobile 
device performs the intended function(s) and does not 
provide false or hazardously misleading 
information [1]. 

Use Case 4 – Mobile Device Reads Data From 
Avionics for Storage and Display 

In this use case, the mobile device both stores 
and displays information based on the data read from 
the airplane systems.  This may be as simple as 
displaying the raw data, but can also include 
processing the data, combining the real-time data 
with other sources, and displaying the fused 
information to the pilot. 

The availability of real-time data from the on-
board systems combined with the powerful 
processing capability and interactive user interfaces 
of modern mobile devices enable many on-ground 
and in-air functions.  However, such “carry-on” 
capability must be carefully used in cockpit setting. 

As mentioned earlier in this paper, mobile 
devices typically do not have design, production, or 
installation approval from aviation regulatory 
authorities.   Hence, even though a mobile device 
may have a powerful processor and user interface, a 

mobile device should be limited to hosting functions 
that are classified as having a ‘no” or “minor” failure 
effect [1].  For example, in-flight depiction of own-
ship position is classified as a major safety effect and 
is not authorized on portable devices [1].  

This emphasizes the need for the operator to 
ensure the mobile device only provides authorized 
applications when used in flight.  The issue here is 
that the availability of real-time data from the 
airplane systems could enable unauthorized 
applications to provide mis-leading information to 
the flight crew.  In an admittedly extreme example, a 
mobile device application could use real-time 
attitude, speed, and altitude data to create a depiction 
of a primary flight display on the mobile device’s 
screen.  Such data might look realistic to the flight 
crew, but the displayed information does not carry 
the design assurance levels needed for providing such 
flight critical data to the crew. 

There should be a means to prevent 
unauthorized applications from using information 
received from the Aircraft Control Domain, 
otherwise, unauthorized applications may use the 
data for unintended or misleading purposes.  This 
scenario raises potential security concerns with what, 
who, and how the information from the Aircraft 
Control Domain is used, particularly if wireless 
interfaces are used to connect to the Aircraft Control 
Domain. 

Data Flow Context 3 – Mobile Device 
Reads and Writes Data To / From 
Airplane Systems 

In this data flow context, the mobile device both 
receives data from and writes data to on-board 
systems.  The data exchange may be implemented via 
wired or wireless interfaces.   

Figure 5 provides an overall context diagram for 
the discussions and the data flow directions.  The 
mobile device exchanges data with aircraft systems 
via data protection provisions to ensure the data 
connections required by the mobile device and its 
software applications have no adverse effects on the 
aircraft systems. 
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Figure 5. Mobile Device Reads and Write Data to 
Airplane Systems 

The design must include a means to ensure the 
mobile device operation, malfunction, or failure does 
not adversely affect safe and continued operation of 
other installed aircraft systems to which connection is 
made.  The potential for introduction of computer 
viruses, worms, unauthorized access, and malicious 
access to the installed systems must be considered 
and appropriate protection mechanisms provided as 
stated in Paragraph 5c(2)(b) of [2]: 

“The design must include a means to ensure 
EFB operation, malfunction, or failure does not 
adversely affect safe and continued operation of 
other installed aircraft systems to which connection 
is made. Design interface protection devices enabling 
connection of EFBs to existing aircraft equipment, 
systems, memory, data storage, data buses, or 
networks to address any likely vulnerability and 
threats in terms of computer viruses, worms, 
unauthorized access, and malicious access.” [2]    

If the mobile device has a data path into the 
Aircraft Control Domain, then cyber security issues 
must be addressed (e.g., introduction of malware) 
even if the data path is enabled only when on-ground.  
Only authorized applications that pass firewall 
protections should be allowed to supply data “in” to 
the avionics.  Multiple layers of security should be 
implemented commensurate with the security threats.  

Most mobile devices are not approved and 
should not be used as a communication device with 
Air Traffic Control for aircraft control purposes.  The 
FAA classifies “intended functions for 
communication, navigation, or surveillance” as “non-
EFB” functions that “require FAA design, 
production, and installation approval” [1].    

Use Case 5 – Mobile Device Writes Data To 
Avionics – Ground Only 

Building on Use Case 4, assume the requirement 
now broadens and there is a desire to upload 
information from the mobile device to the certified 
avionics.  This requires a firewall between the 
certified avionics and the mobile platform to ensure 
that failures or security vulnerabilities will have no 
safety effect on the aircraft avionics.  In this use case, 
this is an “on-ground” element and not intended to be 
“in-flight”.  Implementation of the “on-ground” only 
write path restriction may require external sensors, 
such as “weight on wheels” to ensure the data 
interface is enabled only on-ground.  Further, the 
mechanism to ensure the “write” function is enabled 
only on ground should be implemented in the 
installed (and therefore approved) systems, not in the 
mobile device. 

Within this use case, two applications illustrate 
some key issues that must be addressed: 

Flight Plan Upload 
Manually loading or revising a flight plan is a 

frequent and sometimes high workload activity in the 
pre-flight flight deck.  In some cases the desired 
flight plan is already contained in the pilot’s mobile 
device, perhaps constructed by the pilot using any of 
several popular applications or on-line services 
before getting to the aircraft.  In these cases, the 
ability to transfer that flight plan directly into the 
flight management system can save time and prevent 
manual transcription errors.   

However, this capability means there is a data 
path between the mobile device and the airplane’s 
flight management system (FMS), which is part of 
the Aircraft Control Domain.  Therefore, the data 
protection mechanisms and firewalls described above 
must be carefully implemented.  Means should be 
provided to ensure only authorized devices and 
applications can write a flight plan to the airplane and 
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there should procedural mitigations to ensure the 
flight plan was received and interpreted correctly by 
the flight management system.   

Only valid flight plans should be passed to the 
FMS and any data not adhering to a well-defined 
flight plan format should be rejected.  The pilot 
should review the final flight plan and it should 
require positive action by the pilot to accept the flight 
plan into the flight management system. 

Data Base Update 
Many databases used by on-board systems 

require regular updating.  For example, the 
navigation data base (NDB) used by flight 
management systems must be updated every 28 days.  
Traditionally, portable or on-board data loaders have 
been used to load the NDB from data disks into the 
FMS.  Mobile devices potentially provide a new 
method to store and transfer such databases to 
airplane systems.  To be used as such, the mobile 
device must not alter or append anything to the load 
files.  The airplane systems must be able to validate 
the database integrity, identity, and version.  Further, 
the mobile device should prevent the introduction of 
malicious software into the on-board data load 
system.  Multiple layers of protection may be needed:  
version control and virus detection software on the 
mobile device, as well as robust firewalls, source 
authentication, and data validation methods 
implemented in the airplane systems.  

Use Case 6 – Mobile Device Reads and Writes 
Data On-Ground and In-Air Avionics 

Building on Use Case 5 now assume the mobile 
device can read and write to the airplane systems 
both on-ground an in-air.  In addition, assume the 
mobile device “processes” the information extracted 
from other systems or networks and then shares the 
“manipulated” data to various platforms.  (e.g. on-
board certified avionics, dispatch networks, 
maintenance networks, Flight Operations Quality 
Assessment (FOQA) assessment/distribution, etc.).  It 
is likely that the data will have to be manipulated 
(e.g. message format, etc.) in accordance with 
interface protocols or other interface driven 
requirements.  This creates yet another level of 
security, data protection and validation requirements. 

In this scenario, the mobile device now 
processes and shares the data received data from the 
on-board systems.  Mobile device applications if not 
correctly implemented, faulty, or corrupted could 
contribute to minor safety effects or greater on the 
aircraft.  As such, guidelines should be established 
for who has access to the processed data, what the 
processed data is used for, and what methods can be 
used to assure validity to the required level.    

When in-air, the mobile device may be able to 
simultaneous connect to off-board networks and 
extract and write data to airplane systems.  The 
mobile device is now extracting data from the 
certified avionics as well as writing processed 
information to the certified avionics.  It is anticipated 
that the mobile device may connect to external 
networks to collect additional information that can be 
entered into the certified avionics (e.g. negotiated 
flight plans, Airborne Access to System Wide 
Information Management (SWIM), etc.).  This likely 
establishes the highest level of security data integrity 
required, commensurate with the criticality of the 
aircraft level functions to be supported.   

The issues discussed in the prior uses cases 
become amplified when data from a mobile device is 
written to the airplane systems, particularly if that 
data has been manipulated in the mobile device.  The 
design must include a means to ensure the mobile 
device operation, malfunction, or failure does not 
adversely affect safe and continued operation of other 
installed aircraft systems to which a connection is 
made.  The potential for introduction of computer 
viruses, worms, unauthorized access, and malicious 
access to the installed systems must be considered 
and appropriate protection mechanisms provided.   

The availability of a data path into the Aircraft 
Control Domain raises cyber security issues, 
particularly in flight.  Only authorized applications 
that pass firewall protections should be allowed to 
supply data “in” to the avionics.  Multiple layers of 
security should be implemented commensurate with 
the security threats.  In flight, one of the protection 
layers should involve operator review of the data to 
be written to the airplane systems and positive action 
by the operator to accept that data prior to execution. 
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Conclusion and Recommendations 
Mobile devices can provide operational benefits 

to pilots, such as improved productivity and 
situational awareness, however, this paper has 
outlined some of the human factor, operational, 
architectural, and certification aspects to consider 
when using these devices in the cockpit.   

This paper describes three data path contexts and 
six increasingly capable use cases for mobile devices 
in the cockpit.  As the level of mobile device data 
connectivity with on-board systems increases, there is 
increasing capability as well as increasing 
responsibility for the operator, application designer, 
and data interface provisions installer to make sure 
the mobile device does not interfere with the safe and 
proper operation of on-board systems and does not 
present new cyber-security vulnerabilities. 

The certification guidelines provided in 
references [1] and [2] provide an excellent starting 
point for any mobile device used as Electronic Flight 
Bag in a professionally flown airplane.  In addition, 
emerging concerns about the cyber-security aspects 
connecting mobile devices to airplane data networks 
imposes additional design and operation 
considerations such as the use of robust data firewalls 
and a thorough overall threat assessment of the 
intended functions and airplane interfaces. 

Finally, it must be recognized that most mobile 
devices are not subject to design, production, and 
installation approval, and therefore should not be 
used to host any functions, or introduce any failure 
conditions, that could lead to a major or critical 
hazard classification.  This means the mobile device 
cannot be used to control the aircraft or provide 
essential- or critical-level display information in the 
flight deck without regulatory agency approval.  

However, when the appropriate design, 
installation, and operational guidelines are 
successfully implemented, mobile devices can 
provide benefits to operators through paper 
reductions, calculations, and access to documents and 
non-tactical situation awareness information. 
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